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ABSTRACT

The potential use of quantum systems to process and transmit informa-
tion has impulsed the emergence of quantum information technologies
such as quantum key distribution. Despite looking promising, their
use out of the laboratory is limited since they are a very delicate
technology due to the need of working at the single quantum level.
In this work we show how to use them in optical telecommunica-
tion networks. Using an existing infrastructure and sharing it with
other signals, both quantum and conventional, reduces dramatically
the cost and allows to reach a large group of users. In this work,
we will first integrate quantum signals in the most common passive
optical networks, for their simplicity and reach to final users. Then,
we extend this study by proposing a quantum metropolitan optical
network based on wavelength-division multiplexing and wavelength-
addressing, verifying its operation mode in a testbed. Later, we study
the distribution of entangled photon-pairs between the users of the
network with the objective of covering as much different technologies
as possible. We further explore other network architectures, changing
the topology and the technology used at the nodes. The resulting
network scales better at the cost of a more complex and expensive
infrastructure. Finally, we tackle the distance limitation problem of
quantum communications. The solution offered is based on network-
coding and allows, using multiple paths and nodes, to modulate the
information leaked to each node, and thus, the degree of trust placed
in them.

Keywords: quantum communications, quantum key distribution,
optical telecommunication networks, wavelength division multiplex-
ing, trusted repeaters, passive optical networks
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RESUMEN

La posibilidad de utilizar sistemas cudnticos para procesar y transmitir
informacién ha impulsado la aparicién de tecnologias de informacién
cudntica, p. €j., distribucién cudntica de claves. Aunque prometedo-
ras, su uso fuera del laboratorio es actualmente demasiado costoso
y complicado. En este trabajo mostramos como utilizarlas en redes
Opticas de telecomunicaciones. Al utilizar una infraestructura exis-
tente y pervasiva, y compartirla con otras sefiales, tanto cldsicas como
cudnticas, el coste se reduce drasticamente y llega a un mayor ptblico.
Comenzamos integrando sefiales cuanticas en los tipos mds utilizados
de redes Opticas pasivas, por su simplicidad y alcance a usuarios
finales. Luego ampliamos este estudio, proponiendo un disefio de red
Optica metropolitana basado en la divisién en longitud de onda para
multiplexar y direccionar las sefiales. Verificamos su funcionamiento
con un prototipo. Posteriormente, estudiamos la distribucién de pares
de fotones entrelazados entre los usuarios de dicha red con el objetivo
de abarcar mas tecnologias. Para ampliar la capacidad de usuarios,
redisefiamos la red troncal, cambiando tanto la topologia como la
tecnologia utilizada en los nodos. El resultado es una red metropoli-
tana cuantica que escala a cualquier cantidad de usuarios, a costa de
una mayor complejidad y coste. Finalmente, tratamos el problema
de la limitacién en distancia. La solucién propuesta estd basada en
codificacién de red y permite, mediante el uso de varios caminos y
nodos, modular la cantidad de informacién que tiene cada nodo, y asi,
la confianza depositada en él.

Palabras clave: comunicaciones cudnticas, distribucién de claves
cudntica, redes 6pticas de telecomunicaciones, multiplexacién en lon-
gitud de onda, repetidores confiables, redes 6pticas pasivas
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INTRODUCTION

From the rudimentary methods used by ancient civilizations to the
computer algorithms used today, there has always been an urgency
throughout the history for securing certain communications. For this
purpose, the message is ciphered, using a particular key, and deci-
phered later using another key. The information contained in the
message is secret during the communication, and only accessible upon
reception by those with the appropriate key. Unlike former schemes,
modern cryptography does not hide the algorithm used to cipher
and decipher. The security of the procedure relies in the key, the in-
formation leakage and the computational hardness of breaking the
algorithm. If the procedure does not leak enough information for the
eavesdropper to break it, regardless of his computational power, it is
called information-theoretically secure [8] (e.g., one-time pad).

Accordingly, the generation and distribution of high-quality keys
is at the root of modern cryptography. Besides traditional solutions,
like trusted couriers and physical exchanges of key pools, nowadays
this is done using asymmetric-key cryptography based on one-way
functions (e.g., RSA, Diffie Hellman). However, current asymmetric-
key protocols have not been proven secure. They are just too hard—at
the moment—to solve in terms of resources. This computational com-
plexity will instantly vanish if an efficient algorithm is discovered or
a more powerful computation paradigm is used (e.g., quantum com-
puting). Furthermore, in the meantime, the mere continuous growth
in computational power due to technological advances is enough to
force a constant revision of the recommended key size. What once was
considered secure during the age of the Earth, was actually broken in
17 years [9]]. To keep up with security, we have gone from a key length
of a few hundred bits to 2048, 3072 or even 15 Kb [10, 11]. However,
long-term recommendations are always on the basis that there is no
breakthrough in quantum computing [11].

A higher-security alternative emerged with the discovery of quan-
tum mechanics [12]. Physical systems at atomic and sub-atomic scales
show properties that are not considered by classical physics. For in-
stance, because of the wave-function collapse after a measurement and
the uncertainty principle, the state of a quantum system is somehow
volatile and not readily accessible from the exterior. The information
that an observer can gain is limited. In particular, these properties are
especially attractive for cryptography since they offer the possibility
of creating protocols that limit the information leakage based on the
fundamental laws of nature. This means cryptography not based on
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computational assumptions, but in the laws of nature as we know
them. The first quantum cryptography proposal was quantum key
distribution (QKD) [13} [14], a protocol that grows a secret key between
two parts with informational-theoretical security. In contrast to con-
ventional solutions, the protocol is secure against an attacker with
unlimited resources (thus including a quantum computer).

1.1 BACKGROUND

QKD is intrinsically a point-to-point technology that requires the trans-
mission of d-dimensional quantum systems (i.e., qudits). Most QKD
protocols use quantum systems with d = 2, also known as qubits,
which represent the unit of quantum information [15]. Qubits are typ-
ically implemented in quantum communications using single photons
and thus propagated through optical fibers or free-space. In a QKD
exchange, qubits are prepared by the emitter and transmitted to the
receiver, which measures the qubits. Afterwards, a procedure distills
a secret key from the extracted information. The length of the secret
key will depend on the amount of detections and the quantum bit
error rate (QBER). As the QBER increases, the length of the distillable
secret key approaches zero. Depending on certain assumptions on the
distillation protocol and capabilities of the eavesdropper, a maximum
tolerable QBER exists, after which no secret key can be distilled.

Since we always consider the worst-case scenario, any erroneous
detection, even if they are caused by imperfections of the QKD devices,
should be attributed to an eavesdropper. These imperfections are
inherent to any device; consequently, as the signal decreases, the signal-
to-noise ratio increases inevitably. Hence, the maximum tolerable
QBER can also be seen as a limited loss budget. If the transmission
losses are greater than the budget, the signal detected is too weak
in comparison with such errors, and thus the QBER surpasses the
threshold. The same reasoning applies when we add a source of
external noise. This is of special importance because the quantum
signal is composed of single-photon pulses, and thus even a small
amount of noisy photons can severely harm the transmission. As a
result, QKD systems have been traditionally used in dedicated links
that isolate the quantum signal from any other source, in particular,
from other signals propagating in the same fiber.

From the original proposal of QKD and the first experiment, span-
ning just a few centimeters and using low rate emitters [16], modern
systems have reached hundreds of kilometers [17, 18, [19} 2, 20, 21} 22]
and GHz rates [23} 24} 25, [26]. For this, a great mixture of tech-
nologies and protocols have been developed: the original BB84 [14]],
SARGo4 [27], differential phase shift (DPS) [28, 29], BB84 with de-
coy states [30, 31, coherent one-way (COW) [32, 33]], using contin-
uous variables (CVQKD) [34), 35], based on entangled photon-pairs
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(e.g., Eg1 [36], BBM92 [37, 38]), device and measure independent
QKD [39, 40, 41], high-dimensional QKD (d > 2) [42], microwave
photonics QKD [43], etc. Moreover, QKD has already demonstrated its
practical security [44], long-term stability [45) 46, [47] and commercial
maturity [48} 49, [50, 51} 52} 53]. Nevertheless, the fundamental techni-
cal drawbacks, which restrain its commercial use, still remain: limited
loss budget, point-to-point architecture and dedicated links.

Limited loss budget

The limited loss budget problem is commonly known as the distance
limitation since, in a point-to-point link, the transmission medium is
the only component. A first approach is to push the limit further away
by increasing the rate of the QKD systems—and thus the amount of
detections—as well as reducing the intrinsic noise. But, in the end,
there is still a limit. A complete solution requires an intermediate
device able to regenerate, amplify or repeat the quantum signal. Quan-
tum devices for this purpose are still in an early stage, and a practical
version is not expected in the near future [54, 55, 56]. Meanwhile, we
are forced to use conventional solutions [57, |58, 59, [60], which will
irremediably interrupt the quantum signal and the security of the
transmission. The users have to trust the repeater in order to con-
sider it a secure scenario. Although it may seem contradictory, trusted
repeaters are the only available solution.

Dedicated links

The second main drawback deals with the use of dedicated links,
which dramatically increases the cost of the technology by imped-
ing its use alongside other signals. The operational expenses greatly
surpass the capital expenses of a technology that is not cheap. This
inefficient operation mode goes against the tendency of conventional
communications: share the resources as much as possible. The so-
lution is to multiplex the quantum signal with other quantum or
conventional ones. Typically this is done in time (TDM) or wave-
length (WDM). Nevertheless, other multiplexing schemes for fiber
optics have recently gained the attention of the community, such as
subcarrier (SCM) [61] and spatial multiplexing (SDM) [62]. Among
all these options, WDM is becoming the popular choice due to its
simplicity (no synchronization required) and bandwidth advantages.
Since QKD aims to provide secret keys for other communications,
most research focuses on multiplexing it with conventional communi-
cations. Anyhow, another example of maximizing the fiber usage is
wavelength-multiplexing multiple quantum signals that belong to one
QKD system, thus increasing the final throughput [63].

Studies can be classified based on whether they use different spec-
trum bands for quantum and conventional signals [64) 65| 66] or
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not [67, 168, 69, 70, 71, [72] [73]. As research advances, the use of better
QKD systems and filters has allowed modern schemes to withstand up
to 30 simultaneous conventional signals [70]. The limit in the number
of conventional signals results directly from the noise produced by
them, which increases the QBER of the quantum communication. This
noise is produced mainly by three physical phenomena [74, 75} [76| [77]:
Raman scattering, Rayleigh scattering, and four-wave mixing (FWM).
Besides, we need to take into account the imperfections of WDM
devices. Although, no noise is actually generated in this case, part of
the signal is leaked to other channels, which results also in a QBER
increase. Since, in all of these, the crosstalk increases with the power
of the signal, the limit can be seen as a maximum photon flux per
second. Hence, lowering the power of each signal allows to withstand
more of them.

Point-to-point architecture

The third problem relates to the use of QKD in networks. Using the
point-to-point architecture, a network with n users would require
n(n —1)/2 links in order to directly connect all to all, and thus form
a complete graph. As it can be seen, the number of links increases
dramatically: 2-4-10-128 users need 1-6-45-8128 links, respectively.
Leaving costs aside, it is just unfeasible from a resources standpoint.
When dealing with a reasonable amount of users, we need a more
advanced approach that includes using other topologies and some
sort of networking in order to reduce the number of physical links
and the deployment costs.

Among the different topologies (e.g., bus [78]]), tree and ring have
been the most studied due to its widely use in commercial optical
networks [79, 80, 181} 182, 83, 84 85| 186]. Once all nodes are connected,
the signals are routed through them mainly using three types of
components: switches [87, 88| 89, [90], trusted repeaters, and passive
optical components (e.g., filters, splitters and multiplexers) [91, [92].
More advanced devices are being studied that could add a new degree
of flexibility and offer new capabilities, such as quantum wavelength-
converters [93} [94], quantum switches [95], or quantum routers [96]].
Beyond the physical layer, other work also focuses on further network
techniques such as access mechanisms [97], switching time [98] or key
storage [98].

As a result of this research, multiple QKD networks have been de-
ployed. Most of them fall into the trusted repeaters networks category
with dedicated links [99, [100, 101, 102 45 [T03], [T04) [T05), [106), [T07].
Their purpose has been to show the advantages of QKD, the improve-
ments on distance, key rate and to test its stability in a long-term
scenario. Nevertheless, to gain commercial acceptance, the service
must be cost competitive. Consistent with this, the integration of QKD
in standard telecom networks has gained much attention recently.
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The first approach is to move QKD systems to commercial sce-
narios using deployed, but unused, optical fiber (also known as
dark fiber) [108)} [109, 110, 111]. Although a remarkable advance, the
fiber is still dedicated to only one quantum communication. A more
advanced approach is then to share the fiber by transmitting the
quantum signals alongside other conventional signals. The goal is to
do this into the most used commercial network architectures: TDM-
based access networks [112) 113, 114 [115], WDM-based access net-
works [115, [116} 117, 118, 119], and metropolitan areas [112} [120].
Nevertheless, up to this point, the solutions were limited to connect
quantum users in an almost straightforward way, but using a shared
deployed infrastructure. They did not aim to create a full-featured
quantum network which would include sophisticated routing algo-
rithms, and open the discussion in terms of scalability, flexibility, re-
siliency... or new weaknesses due to routing (e.g., in trusted repeaters
networks).

1.2 MOTIVATION

This thesis focuses on the aforementioned problems of QKD. The final
objective is to create a quantum telecom optical network, able to reduce
the cost and usability barriers that separate QKD, and future quantum
technologies, from its widespread use in society. It is structured as
follows.

First, in Chap. |3, we tackle this problem by integrating quantum
signals in commercial telecom networks. In particular, we focus on
access networks based on passive optical technology. We give various
non-intrusive solutions, depending on the specific network technology
and the location of the QKD systems.

Later, in Chap. 4, we propose a quantum metropolitan optical net-
work that consists in multiple access networks connected using a
backbone ring. The network supports quantum and classical signals
between all users and dynamic addressing. For this, we use WDM
and wavelength-addressing. In Chap. 5| we extend the previous net-
work design by including the distribution of entangled photon-pairs
between all nodes.

We redo the proposed quantum metropolitan optical network using
a new architecture in Chap. [} The new design is based on a backbone
mesh and active routing in order to accommodate more users.

Finally, in Chap. [7, we offer a new solution to the loss budget
limitation that reduces the degree of trust put on the intermediate
nodes called weakly trusted repeaters (WTR).
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Here we introduce the basic concepts about quantum key distribu-
tion, fiber optics communications and metropolitan optical networks
necessary to understand the rest of the thesis.

2.1 QUANTUM KEY DISTRIBUTION

Quantum key distribution (QKD) [1] is a quantum communication
technology that allows two parties to grow an initial shared secret key
with information-theoretic security, i.e., it is secure versus an eaves-
dropper with unlimited computational resources (as long as the initial
assumptions hold). Simply, the eavesdropper cannot gain enough in-
formation to break the cryptosystem®. This security [122], based on
a set of hypothesis, derives from the laws of quantum mechanics,
which govern the quantum information used by QKD to process and
transmit the key.

A generic QKD protocol starts with a source of random classical
information that the emitter (Alice) codifies into the state of a quan-
tum system selecting a certain preparation basis. Hereafter, we will
consider 2-dimensional quantum systemes, i.e., qubits. These qubits
are then transmitted via a quantum channel to the receiver (Bob),
who measures them using one of the possible preparation basis and
acquires the information. Alice and Bob share now a correlated string
of classical information. From the point of view of an eavesdrop-
per (Eve), Eve could clone the arbitrary qubits and use the clones to
obtain the information, but quantum mechanics precludes this op-
tion [123]]. Furthermore, any attempt by Eve of somehow manipulating
the transmitted qubit will modify the state of the qubit, which is later
measured by Bob. As a result, the strings of Alice and Bob will differ
by containing errors. The amount of errors is measured using the
quantum bit error rate (QBER), defined as the number of errors over
the total amount of detections. Hence, a posterior calculation of the
QBER by both parties allows them to acknowledge the security of the
transmission.

Later, Alice and Bob process their strings to distill a secret key
using an authenticated classical channel to communicate. The authen-
tication using a secret key is required to avoid man-in-the-middle

In information theory [121], the information of a random variable X is measured by
its entropy H(X). The entropy can be seen as the uncertainty or expected value of
information contained in the variable. Therefore, H(X) = 0 means that there is no
uncertainty about X; it does not give us any information.
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attacks. Therefore, a QKD protocol needs an initial shared secret key
between both parties. This procedure consists in: (i) time-tagging to
synchronize the strings; (ii) basis reconciliation to discard values where
measurement and preparation basis were not the same; (iii) parameter
estimation e.g., QBER; (iv) error correction to make both strings iden-
tical; and (iv) privacy amplification to reduce the information of an
hypothetical Eve.

Despite the variety of protocols, the behavior of a QKD system
in terms of distilled secret key is similar. Considering a BB84 with
one-way perfect post-processing and coherent attacks, the secret key
rate K is a product of the raw key R, which depends on the detection
rate and the particular hardware, and the fraction of secret key r. The
secret fraction r is bounded by the mutual information between Alice
and Bob (I(A : B)) and the information shared by Eve and both parties

(Iae and Igg) [124]:
r=1I(A:B)—min(Iag, Ige)

In the best case, I(A : B) is the maximum information minus the
one wasted during the distillation procedure due to errors (leakgc).
In case of perfect error correction, leakgc = H(Q), where Q is the
QBER; hence: I(A : B) = 1—H(Q). For the other term, we consider the
worst-case scenario where every error gives information to Eve: Ig =
min(Iag, Igg) = H(Q). Therefore, the secret fraction r is bounded

by [125] 124]:
r=1 —leak[:_c — IE =1 —ZH(Q)

This function is plotted in Fig. As expected, the secret fraction r
decreases with the QBER, up to a point where it goes down abruptly
(in this case, for a QBER of 11%). At this point, the information wasted
in error correction and privacy amplification increases dramatically.

2.2 OPTICAL REALIZATION OF A QKD SYSTEM

Typically, QKD uses photons as qubits carriers. The states of the qubit
are represented by the photon’s properties such as polarization, phase,
spin, time-bin, etc. Therefore, the information is codified into the
physical state. This implementation decision makes QKD systems an
optical communication system, which has three basic components: a
single-photon source (transmitter), a single-photon detector (receiver),
and an optical medium (channel).

As we will see, all of these components introduce errors and losses,
which harm the performance. As a result, all QKD systems have an
inherent QBER that increases with the transmission losses between
Alice and Bob. Even in an error-free scenario, losses would inevitably
reduce the secret key rate to the point of making it unacceptable.
Therefore, QKD systems have a limited loss budget that nowadays is
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Figure 2.1: Secret-key of a perfect BB84 QKD system with one-way post-
processing, no losses and considering coherent attacks.

approx. 20-30 dB [25) 12} 24} 18} 126, [71, 35} 38]. This is 100-150 km in a
point-to-point link. Beyond that, QKD systems need to use low-noise
detectors based on superconducting technology to achieve a loss bud-
get of 40-50 dB (200-300 km) [20, 32, 21) 22]. However, they are rather
unpractical at the moment as they require cryogenic temperatures to
work.

2.2.1  Single-photon source

A single-photon source should work at high speed and emit photons
on demand: only when triggered. However, due to the difficulty and
cost of generating such photons, weak coherent pulses emitted by
attenuated pulsed lasers are used as a substitute. An attenuated laser
is just a laser diode, a common coherent light source, and a variable
optical attenuator that allows to reduce the power of the signal to
a single-photon level. This is, that the mean photon number per
pulse (u) is approx. 1. The laser diodes utilized for QKD systems are
characterized by operating at a single wavelength, a high extinction
ratio and, if required, a high coherence time (e.g., COW, DPS).

Given a y, the probability of emitting a n-photons pulse with a laser
follows a Poisson distribution [[126]:
e Hun

n!

P(nl PL) =

Therefore, alongside single-photon pulses, the source also emits empty
pulses, which reduce the efficiency of the system, and multi-photon
pulses, which can be a security hole [127]. For instance, for a typical
experimental value of p = 0.1: 90.5% are empty pulses, 9% are single-
photon pulses and the remaining 0.5% are multi-photon pulses. This
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Figure 2.2: Poisson distribution for p = 0.1,0.5,1.

means that a 1 GHz QKD system is effectively working at 100 MHz.
Fig. [2.2| shows the probability distribution of having n photons in a
pulse for an attenuated laser with different u configurations.

2.2.2  Single-photon detector

Although there are many technologies to detect single photons, most
of the single-photon detectors (SPD) [128] are based on avalanche
photodiode (APD) technology. The operating mode is simple: photodi-
odes are biased with a voltage high enough such that, when a photon
is absorbed, an avalanche of electrons is generated and the resulting
current detected. The probability of generating such an avalanche
upon the arrival of a photon is called the quantum efficiency (QE).
Similarly, there is also a probability of generating an avalanche even if
no photon has been absorbed, known as dark counts. Once a detection
has occurred, the SPD is discharged (quenched) and returns to the
initial state. During this dead time, no bias is set and no signal can
be detected. If the dead time is too short, electrons may remain at
the photodiode crystal and generate a spurious avalanche, that will
be registered as a detection as soon as the bias current is restored in
preparation for another detection. These are the afterpulses. Finally,
SPDs can also be gated, i.e., they are only open during short-time
windows. In this case, two more parameters are needed: the frequency
and the gate width.

2.2.3 Optical medium

The preferred optical medium is the optical fiber, typically made of
silica, since it offers a closed waveguide that protects the weak single
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Table 2.1: Transmission bands of the optical spectrum

Band Wavelengths

O-band 1260 — 1360 nm
E-band 1360 — 1460 nm
S-band 1460 — 1530 nm
C-band 1530 — 1565 nm
L-band 1565 — 1625 nm
U-band 1625 —1675 nm

photons and carries them to the detector via total internal reflection.
In particular, single-core, single-mode fibers (SMF) are the most used
ones. Thus, hereafter we use the term optical fiber to refer to single-
core, single-mode fibers (unless noted otherwise).

However, the transmission of photons through an optical fiber re-
duces the power of the signal. This is known as the attenuation coef-
ficient [129] of the fiber « (wavelength-dependent and expressed in
dB/km) and it is calculated with the following expression:

10, P
1 9%

where 1 is the distance expressed in km, P(1) is the power at distance
L and P(0) is the pumping power (1 = 0), both in mW. Hence, given o
and P(0), we can calculate the power at any L:

P(l) =P(0)e ™!

Fig. shows the attenuation coefficient of a SMF for the typical
telecommunication spectrum and the typical spectrum bands for trans-
mitting signals (see Tab. [2.1). As it can be seen, there are mainly two
low-attenuation windows 2: around 1310 nm (x =~ 0.35 dB/km) at the
Oband, and 1550 nm (&« =~ 0.2 dB/km) at the C band. QKD systems, as
modern conventional communications, tend to use the latter. However,
to use the rest of the spectrum may be interesting in some scenarios
where attenuation losses are not the major concern [64} (130} 65]. Next,
we describe three possible origins of attenuation: absorption, bending
and scattering.

Absorption

An absorption occurs when a photon interacts with an atom of the
fiber and it is absorbed but not re-emitted. Hence, the energy of the
photon is directly transferred to the fiber material, thus exciting it to

These are historically known as the second and third telecommunication windows,
respectively. The first one, between 800 and 9oo nm, is only suitable for short-distance
transmission due to the high attenuation.

11
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a higher state. Absorption is cumulative and uniform, i.e., the same

amount of same the material always absorbs the same fraction of light
at a certain wavelength. It can be due to three possible factors:

* Imperfections in the fabrication.

¢ Intrinsic absorption caused by the components that the fiber is
made of. In case of silica fibers, there are two main regions: the
ultraviolet absorption below 800 nm, and the infrared absorption

beyond 1600 nm.

* Extrinsic absorption caused by impurities introduced into the
fiber such as metal ions. The most typical ones are the water
peaks at 950, 1240 and 1380 nm due to the presence of hydroxyl

ions (OH™).

Note that while imperfections and extrinsic absorption can be mini-
mized by improving the construction of the fiber, intrinsic absorption
can only be overcome by changing the own materials of the fibers.

Bending

An improper bending of the fiber (macro and micro) can destroy the
total internal reflection phenomenon that guides the light within the
fiber and thus lose a portion of the signal that is leaked to the exterior

or reflected in the opposite direction.
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Scattering

Scattering comprises several physical phenomena where the photon
interacts with atoms of the fiber and, as a result, it is altered in terms
of direction, phase, polarization or wavelength. Scattering is classified
into elastic and inelastic, depending on whether the energy of the
incident photon is conserved or not. Note that the energy of a photon
E is related to its wavelength A by:

_he
A

where h is the Planck constant and c the speed of light. Hence, in
a non-elastic scattering, where energy is given or taken from the
medium, the wavelength of the re-emitted photon changes.

For elastic scattering, the primary source is Rayleigh scattering.
Actually, in the telecommunication windows, it is the major contributor
to losses (see Fig. [2.3). Rayleigh scattering is caused by the presence
of small density fluctuations in comparison with the wavelength of
the photon (typically A/10) that alter the direction of the photon. The
total loss is proportional to A—4. Hence, as the wavelength increases,
the losses caused by Rayleigh scattering decrease. In particular, the
power of the Rayleigh backscattering can be estimated as [[75]:

Raypwal(z) = BA)P(0)(1—e 2%

E

where 3(x) is the Rayleigh coefficient at A = x.

For inelastic scattering, we focus on Raman scattering? [131} [132} [129,
133]]. Although the amount of signal scattered is much smaller than
Rayleigh, it covers a broad spectrum. For instance, with a 1550 nm
pump signal, the majority of photons are scattered approximately
+150 nm around the pump signal. Beyond that, the amount of scat-
tered photons decreases considerably, below the —100 dBm mark [134].
The spectrum is divided into stokes (wavelength higher than pump
signal) and anti-stokes (wavelength lower than pump signal). Given a
pump signal at A, with a certain P(0), we can estimate the power of
the Raman scattering, forward and backward, in a given point of the
fiber (1) at Ag as [133]:

G(AN)

RSpwa(l) = ———P(0)(e™ ! —e™™1)
(XS _(Xp

RSpwa (1) = 2N p(g) (el _ el
Xs + Oy

where «, is the attenuation coefficient at A = x, AN = A; — A, and
G(x) is the Raman gain coefficient at that wavelength separation.

Fig.|2.4| shows the Rayleigh and Raman backscattering produced by
an optical signal with P(0) = 0 dBm, A, = 1550 nm and 1 = 20 km.

3 Here we limit ourselves to spontaneous Raman scattering, and not the stimulated
phenomena used for example in Raman amplifiers

13
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Figure 2.4: Spectrum of the Rayleigh and Raman backscattering produced by
a 0 dBm, 1550 nm pump signal after 20 km of fiber.

As pointed out, the power difference between the two phenomena is
significant, approx. 45 dB (depending on the particular scenario). As
the fiber length, 1, increases, the power also increases, until a peak at L,,
is reached. Beyond 1,,, the amount of previously scattered photons that
are absorbed in the transmission surpasses the generation rate of new
ones (which depends on the power of the pump signal that in turn
decreases with 1). Therefore, in the forward case, for | > 1,, the total
scattering power decreases. However, in the backward case, the power
saturates. The reason is that even if no photons are scattered beyond
l,, in the section from | = 0 to | = 1, the same number of photons are
being scattered than before. Adding more fiber does not change that.
This behavior is shown in Fig. The figure represents the power
of the backward and forward Raman scattering at A; = 1565 nm
produced by an optical signal with P(0) = 0 dBm, A, = 1550 nm.

2.3 MULTIPLEXING OPTICAL SIGNALS

Sharing the medium—and, in general, the entire communications
architecture—, is a common practice in networks in order to reduce the
cost per user and take advantage of the existing resources (especially
if they are costly to deploy, e.g., optical fiber). This technique is known
as multiplexing and consists in combining multiple signals into a
unique stream of information that crosses the medium.

Within an optical infrastructure made of fiber, optical signals are
multiplexed using a diversity of techniques. In particular, we focus on
time division multiplexing (TDM) and wavelength division multiplex-
ing (WDM). The first one divides the time into slots and, during each
time slot, only one emitter is on. Hence, the medium is shared but not
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Figure 2.5: Power of the forward and backward Raman scattering produced
by a 0 dBm, 1550 nm pump signal, and measured at 1565 nm.

used at the same time. In contrast, WDM allows to simultaneously
transmit optical signals using different wavelengths, called channels,
thus increasing the bandwidth of the link respect to TDM. Moreover,
this configuration does not require synchronization between emitters.
Due to these advantages, WDM is becoming widely used [135], even
in parallel with TDM. Besides these two, we can found in the literature
other multiplexing schemes for quantum signals such as subcarrier
(SCM) [61], spatial multiplexing (SDM) [62], etc.

In WDM, each channel is named by its central wavelength, which is
standardized by ITU-T. Depending on the spectral distance between
adjacent channels, it is called coarse WDM (CWDM) [136] or dense
WDM (DWDM) [137, [138]. CWDM is composed of 18 channels from
1270 to 1610 nm, each one spaced 20 nm (O, E, S, C and L bands).
DWDM is mainly limited to the 1550 nm region (S, C and L bands)
and, depending on the chosen grid, channel separation ranges from
200 GHz down to 12.5 GHz (1.6-0.1 nm) to accommodate from 40 up
to hundreds of channels [139].

However, sharing the medium by multiple signals at the same time
creates some problems due to the noise generated (or leaked signal)
by each one and that affects the rest of the channels (i.e., channel
crosstalk). This is especially important if some channels are used by
quantum signals. Note that a 1 GHz, 1550 nm quantum signal with
pw = 0.1 has a power of —70 dBm, whereas a typical conventional
signal has around 0 dBm. That is a 107 difference in the flux of photon
per second. We focus on three sources of crosstalk: Raman scattering,
four-wave mixing and devices” imperfections.
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2.3.1 Raman scattering

Raman scattering was previously described. Its broad spectrum affects
multiple CWDM channels and even entire spectrum bands. Although
its power (= —70 dBm) is small in comparison with a conventional
pump signal (= 0 dBm), the Raman scattering from a conventional
signal can hinder a quantum signal and impede any quantum commu-
nication. There are several solutions: use ultra narrow band pass filters,
a higher repetition rate to increase the total power of the quantum
signal, put the quantum signal very close to the conventional signal
(see Fig. , or move to an spectrum band where few photons are
scattered.

An example of this last solution is allocating the quantum signal at
the O band (1310 nm) and leaving the conventional signals at the C
band (1550 nm), or vice versa [75) [74].

Another inelastic scattering phenomenon is Brillouin scattering.
However, in contrast to Raman scattering, it has a very narrow spec-
trum bandwidth of approx. 100 MHz [140]. Therefore, in DWDM
systems where the channel spacing is typically 200-50 GHz, Brillouin
does not suppose a problem in terms of channel crosstalk.

2.3.2  Four-wave mixing

Four-wave mixing (FWM) [141] is a nonlinear phenomenon where a
signal is created from the interaction of three pumping signals and
the third-order susceptibility in silica. Given the following frequencies
(wi, w; and wy) for the pumping signals, the frequency of the new
signal is defined by the expression:

Wijk = Wi +Wj — Wy

In the degenerate case of only two pump signals, i = j. Given N
pumping signals that range from wyin to Wimax, We can calculate
the number of first-order* mixing products M and the spectrum
bandwidth (from w; to way) [142]:

M = %(N3 —N?)

W1 = Wmin + Wmin — Wmax

WM = Wmax + Wmax — Wmin

4 Higher-order mixing products are generated by mixing products and pumping
signals, or other mixing products.
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Figure 2.6: First-order FWM products produced by three signals with fre-
quencies w1, w2, w3 equally spaced Aw.

Fig. depicts all the first-order mixing products generated by
three signals wi, w3, w3 equally spaced Aw. Note that some of them
will fall in the same frequencies, e.g.:

W223 = W2+Wp—W3 = W
Wi32 = W1 +W3—W3 = W)
W221 = W2+Wp—wi; = W3
W312 = W3+W)—Wp = W

This is critical for WDM systems.
The power of a mixing product can be calculated as [143} [144) [142]:

102475D2X2,,, L2,
n4a2¢2? AZ..

Pijk =1 Pipj Pkei(xL

where 1 is the FWM efficiency, D is the degeneracy factor (equal to 3
if i =j, 6 otherwise), X7117 is the third-order nonlinear susceptibility,
n is the refractive index of the core, A is the wavelength of the mixing
product, c is the speed of light in free space, Le¢¢ is the effective length,
Aecrr is the effective area, P;, P; and Py are the input powers of the
pumping signals, « is the fiber attenuation coefficient at A, and L is
the fiber length. L.¢¢ is calculated as:

1—e oL

Lesr =

The FWM efficiency 1 greatly depends on the phase-matching factor,
which in turn depends on the channel spacing, the fiber chromatic
dispersion (D.) and the fiber length [143} 144, [142]. Considering a
typical value for single-mode fibers of D, = 15 ps/nm.km at the
C band, and L = 10 km, the efficiency n equals 0 for a common
DWDM channel spacing of 100 GHz [143} [144]. In this case, the FWM
is negligible. However, in a scenario where 1 is almost 1 (i.e., zero
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dispersion and narrow channel spacing), the power of the mixing
product is approx. 20 dB weaker than the pumping signals [142} [140].
Assuming typical input powers for conventional signals of o dBm,
Pijix would surpass by at least 50 dB the power of a quantum signal
(approx. from —70 to —100 dBm).

In order to reduce the FWM contribution, we can: (i) move the center
of the channels such that the mixing products do not fall in the exact
same wavelength, (ii) move to another band of the spectrum, and (iii)
decrease the power of the conventional signals. For instance, given a
conventional DWDM system that uses the C band (1530 to 1560 nm),
the region affected by the first-order mixing products is delimited from
1501 nm to 1591 nm. Therefore, the solution for inelastic scattering of
moving to the O band (1260 to 1360 nm) also works in this case.

2.3.3 Device’s imperfections

In all network devices (e.g., splitters, filters, multiplexers, circulators),
part of the signal is lost, mainly due to absorption or because it is
transmitted through another output. There is an internal crosstalk
between outputs. The amount of signal that is leaked is measured by
the isolation of the device. For instance, given a filter for A with an
isolation of 60 dB and an input signal at A of 0 dBm, through the
reflected port we will measure a signal at A, of —60 dBm.

The isolation is also present in the optical fibers. As we have seen
previously, part of a signal that is transmitted through a fiber is leaked
to the exterior. Therefore, when multiple optical fibers are packed
together in a fiber strand, there is a possibility that such signal enters
one of the neighboring fibers [145]. This possibility is increased in
multi-core fibers.

Note that in these cases, the signal leaked has the same wavelength
than the original and thus it can be filtered.

2.4 METROPOLITAN OPTICAL NETWORKS

Optical fiber is the preferred medium in telecommunication networks.
In comparison with the copper, fiber offers a higher bandwidth, longer
distance (due to lower losses), and lower latency [140, 146]. All of
them are indispensable characteristics for the modern telecom net-
works which have to withstand an increasing volume of users, traffic
and types of services. This has propelled its adoption, starting at the
backbone links and reaching now the last-mile [147, 148, [149]. Accord-
ingly, network equipment is also changing to the optical paradigm,
thus avoiding unnecessary electro-optical conversions. Through these
optical components, signals are routed without modifying its optical
nature. As a result, an uninterrupted optical path can be established be-
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Figure 2.7: Scheme of a metropolitan optical network (MON). Users, also
called subscribers (S y in the figure), are connected to tree-type
access networks. Signals from all users are multiplexed using a
network component (NC) and sent upstream to the central office
(CO). The CO can route them to the backbone or downstream
to the same users. Within the ring-shaped backbone, a series of
reconfigurable optical add-drop multiplexers (ROADMs) allows
to route signals between access networks. They also link to long-
haul or other backbone networks.

tween any pair of network nodes, allowing the creation of a quantum
channel.

This enables the possibility of using deployed infrastructure by the
QKD systems to exchange keys between any two directly connected
users of a telecom network. Moreover, the ability to create direct optical
paths that could be used to correctly transport and route a quantum
signal, opens the door to the integration or creation of quantum
telecommunications networks, instead of just single point-to-point
QKD links.

Due to the limited loss budget of QKD systems, among the existing
optical networks [140], we restrict ourselves to optical networks up
to a metropolitan area [150, [151]. These cover relatively small areas
but they serve a huge number of final users, which are the potential
market for quantum communications technologies such as QKD.

Fig. [2.7/shows the physical layer of a canonical metropolitan optical
network (MON). There are two distinct subnetworks: tree-type access
networks and a ring-shaped backbone network. The losses introduced
by the network components can be found in Tab.

2.4.1 Access network

The access network follows a point-to-multipoint architecture in order
to connect the final users (optical network units, ONU) to a single
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Table 2.2: Insertion losses of common network components. Values are from
commercial models available in the market [} 4[5, 16, [7].

Component Operating wavelength Insertion losses
Single-mode fiber 1550 nm 0.20 dB/km
Single-mode fiber 1310 nm 0.32 dB/km
1: 2 Splitter 1260 — 1610 nm 3.6 dB
1:4 Splitter 1260 — 1610 nm 7 dB
1: 32 Splitter 1260 — 1610 nm 16.5 dB
1-channel CWDM OADM 1270 — 1610 nm 04—0.6dB
1-channel DWDM OADM 1525 — 1610 nm 0.4—0.6 dB
4-channels CWDM mux 1270 — 1610 nm 1dB
1310/1550 WDM mux 1260 — 1360 nm 0.5 dB

& 1500 — 1600 nm
Bandpass filter 0.4—0.6dB
Fiber Bragg grating 0.1dB
Circulator 0.8dB
Connectors 0.2 dB/pair
32-channels AWG (100 GHz) 1533 — 1558 nm 3dB
4 x4 to 192 x 192 Switch 1dB

node at the central office of the telecom’s provider (optical line ter-
minator, OLT). A first part of the network composed of dedicated
fibers goes from the ONUs to a network component (NC) that is in
charge of correctly routing all signals. The NC is typically a passive
component [152, [153], i.e, it does not require any power. Hence, the
access network is commonly called a passive optical network (PON).
The second part of the network goes from the NC to the OLT and it
only has one fiber, which is shared among all ONUS. No matter the
type of access network, in all of them the operating mode is the same:
the traffic goes from ONUs to OLT, and vice versa.

In TDM-based access networks, called TDM-PONSs, the NC is a 1:N
optical splitter that physically divides the signal into N parts, thus
reducing the power in half (3 dB) every time that N is doubled. For
example, a 1:128 splitter introduces at least 27 dB of losses. Using split-
ters as NC allows to easily replace a splitter by a series of smaller ones
connected in a cascade configuration, thus creating a tree topology
with multiple branches, but preserving the overall splitting ratio.

Typically, a TDM-PON uses two signals via WDM: downstream
(from OLT to ONU, at 1490 nm) and upstream (from ONU to OLT,
at 1310 nm) (a third one is reserved for DTV purposes at 1550 nm).
Both signals are shared among users via TDM. The upstream signal,
divided into upstream frames, assigns time slots to the ONUs (TDMA)
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depending on their activity and type of traffic. On the other hand,
the downstream signal is directly broadcasted over all ONUs by the
splitter, and ONUs are responsible of using only their data from the
downstream frame. TDM-PONSs are the core of standards G-PON [154]
and E-PON [155], and their next-generation successors XG-PON [156]
and 10G-EPON [157], respectively.

In WDM-based access networks, called WDM-PONEs, the splitter is
replaced by a wavelength multiplexer which has very low losses (3 dB
for 32 users), typically based on arrayed waveguide grating technology
(AWG). In contrast to the operating mode of TDM-PON, here each
ONU has one or more DWDM channels for its own use. Although
commercial AWGs have around 32-128 channels, laboratory imple-
mentations have reached 512 channels [158]. However, the increased
cost per user has prevented momentarily WDM-PON from being a
standard. This is expected to change, gradually, in future PONs as
the bandwidth requirement keeps increasing. For instance, the second
next-generation PON standards, that will replace 10 Gb/s PONs, are
based on TWDM-PON technology [159]. The idea is to simply stack
several XG-PONs using WDM. By this procedure, the backward com-
patibility is guaranteed at the same time that new requirements are
met.

The ability to use more than one channel per user (port) is due
to the cyclic behavior of the AWG. Through each port, not only a
channel can be used, but also its periodical ones. For instance, given
a grid of 40 channels uniformly arranged from 1520 to 1560 nm,
the periodical bands will be 1560-1600, 1480-1520, etc. The common
use is to assign to each ONU one channel for downstream and one
among the corresponding periodical set for upstream [147]. We have
characterized the periodicity of a commercial 100 GHz 32-channels
AWG [6] using three tunable lasers to cover the whole 1260-1620 nm
range. The lasers were fed to the common port and an optical spectrum
analyzer was used to measure the output port. In Fig. [2.8) we present
the spectrum obtained summing the outputs 1, 8, 16, 24 and 32. Only
output 16 is shown for the full range, including the 1340 to 1520 nm
region. As shown in the figure, the AWG successfully works at the O
band without introducing extra insertion losses. We can seamlessly
implement the mentioned scheme of moving the quantum signals
to the O band in any WDM-PON, and thus isolate them from any
possible crosstalk.

2.4.2  Backbone network

Once all users are grouped in access networks, these have to be con-
nected to create a single metropolitan infrastructure. For this task,
OLTs are connected to a series of nodes that are then interconnected
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Figure 2.8: Experimental data of the cyclic behavior of a 100 GHz 32-channels
AWG in the 1250-1620 nm range. Only outputs 1, 8, 16, 24 and 32
are shown, and, among them, only output 16 is presented over
the whole range. Periodic channels have the same color.

following a ring topology with a fixed direction>. This second network
is known as core or backbone network. Beyond allowing communica-
tion between ONUs of different access networks, they can also link to
other backbones or long-haul networks.

To support all the traffic, the high capacity links between the back-
bone nodes use WDM technology. The signals propagating through
these channels are added or dropped at the backbone nodes using
optical add-drop multiplexers (OADM). OADMs can be based on
multiple technologies and architectures [160]. Since their role is to be
the core of the network, most of the requirements put on the network
finally rely on their flexibility, reliability and resiliency. For this rea-
son, modern OADMs are reconfigurable (ROADMSs) and based on
wavelength selective switches (WSS) [161] which allows to: dynami-
cally route channels, thus making the ports wavelength-independent;
change direction; and to drop a channel through multiple ports. These
are known as colorless, directionless and contentionless ROADMs, or
simply CDC ROADMs [162].

2.5 LIMITATIONS OF QUANTUM OPTICAL NETWORKS

As we have seen, telecom optical networks offer a unique possibility of
integrating quantum signals in a pervasively deployed infrastructure

A bidirectional backbone ring is typically constructed by using two different fibers,
one in each direction.
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that has the potential to reach a huge market share. However, for
this task, we have to take into account some fundamental limitations
that are imposed by the very own nature of the quantum signals and,
in some cases, the imperfections of quantum technologies. Next, we
enumerate the most important ones:

* Since the information is carried by qubits that are in turn codified
into the physical state of photons, it is mandatory to have a clear
direct optical path between Alice and Bob.

* Even at high rates, such as 1 GHz, quantum signals have an
extremely low-power in comparison with conventional ones
(=70 dBm to 0 dBm). This difference highlights the importance
of isolating the quantum signal from the conventional one and
its noise. Even the weakest phenomena can mask the quantum
signal and increase the QBER dramatically.

¢ Currently, there are no commercial quantum wavelength-converters [93)}

04]. Hence, the quantum signal has to use the same wavelength
throughout the whole network.

* Similarly, commercial quantum amplifiers or repeaters are not
expected to become mainstream in many years. Therefore, the
loss budget of the optical path between the two users has to
be inferior to the loss budget of the QKD system. Otherwise,
trusted repeaters have to be used.

These limitations create a rigid set of rules in contrast to the flexibil-
ity that we found with conventional signals. The result is a quantum
telecom network that can be viewed as just one big infrastructure that
cannot be modularized in smaller subnetworks due to the absence of
quantum intermediate nodes that help to translate between subnet-
works, thus, increasing the complexity. For example, if the network is
based on WDM, we have to consider the whole network when creating
the channel plan. This approach collides with the typical one, where
each subnetwork has its own grid and the edge nodes (e.g., ROADMs)
operate with the signals.
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QUANTUM COMMUNICATIONS IN PASSIVE
OPTICAL NETWORKS

This first chapter deals with the integration of quantum communi-
cations in optical access networks based on passive technology. The
objective is to enable the transmission of quantum signals between
specific sets of nodes. This basic approach reduces the costs and per-
mits quantum information technologies to slowly become a reality
before trying to deploy a complete quantum optical network.

Although access networks are short-span, they seem to be the next
logical step after the point-to-point deployments because of their
final users, pervasiveness, loss budget, reduced number of signals
and routing simplicity. We propose different ad hoc solutions for the
most common technologies and multiplexing schemes: TDM-PON (in
particular, standards GPON and EPON), and WDM-PON.

Before going into details, we have to define the location of the
QKD devices: in the ONU and OLT, or only in the ONUs. The former
approach is interesting from a telco point of view; it allows them to
offer new services based on quantum technologies but retaining the
control. Another advantage is that keeps the SPD at the telco facilities.
The SPD is the most expensive component, fragile, and likely to be
upgraded. Nonetheless, in this scenario the telco would act as a trusted
party and the OLT as a trusted repeater: quantum communications are
end-to-end, where both ends are final users, not a telco node. The last
approach is appealing from a user point of view, which has bought a
QKD system and wants to use it in the network. For this, the user will
connect the QKD devices to the network nodes that he has access to:
the ONUs. In this case, communications preserve the security, and the
role of the telco would be just to allow them.

3.1 TDM-PON (GPON AND EPON)

As described in Sec. TDM-PON:Ss use splitters for routing, typ-
ically in a tree topology with multiple branches. This allows us to
connect the QKD systems in a branch, as standard ONUs (see Fig. ,
and isolate them from ONUs located in the rest of the network *.
Note that a branch can be always created without hindering the net-
work’s performance whenever the maximum loss budget allowed by
the standard is not exceeded.

Now, in order to create a direct optical path between the QKD
systems, we use a fiber Bragg grating (FBG), after the second splitter,

1 Solutions for the ONU-to-OLT approach already exist [112} [113} [T14].
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Figure 3.1: TDM-PON with QKD integration. A fiber Bragg grating (FBG) is
used to enable a direct optical path between QKD devices, and
an isolator to reduce the backscattering from the upstream signal.
Communication frames are depicted as colored rectangles, where

the colored squares represent time slots assigned to different
ONUs.

that reflects back the quantum signal. FBGs are in-fiber filters with
low losses (Tab. and configurable passband (0.4-70 nm). The
passband only affects the quantum signal; the rest of signals remain
unaltered. Alongside the FBG, we add a 1310 nm isolator to reduce the
backscattering of the upstream signal, especially from ONUs located
outside the QKD branch.

3.1.1  Scattering effects

Regardless of having a dedicated optical channel, quantum signals still
share the fiber with conventional signals (approx. 0 dBm). In order to
reduce the noise reaching the SPD, we allocate the quantum channel
just beside the upstream, at 1300 nm. The penalty to be paid is an
increased absorption of 0.1 dB per km, with respect to the 1550 nm
window, a minimal amount considering the expected fiber lengths
and the losses of the splitters. Next, we explain the effect of each
conventional signal.

From the downstream signal, only the forward Raman scattering
can produce crosstalk in the quantum channel. However, the Raman
scattering produced by a o dBm signal at 1490 nm [66] is negligible at
the quantum channel (1300 nm). Furthermore, photons will be scat-
tered mainly between the OLT and the first splitter, and, afterwards,
signal and noise are highly attenuated by the splitters. In consequence,
we put a band-pass filter before the SPD centered at the upstream
signal and wide enough to include the quantum one. The objective of
the filter is to remove the downstream signal and its noise (located
at other wavelengths). The precise passband will depend in the exact
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Figure 3.2: Power of the Rayleigh backscattering produced by a —6.3 dBm
pump signal at 1310 nm. We compare the measurement results of
the laboratory (points) with the simulated data (solid line).

wavelength of the upstream and quantum signal. Note that depending
on the spectral and isolation characteristics of the filter, more than one
might be necessary.

In the upstream signal, we focused in the two major backscattering
phenomena: Raman and Rayleigh. In particular, we measured the
backscattering in the laboratory using a SFP transceiver at 1310 nm
with a peak power of -6.3 dBm (peak at 1308.35 nm), multiple fiber
configurations (1, 3.5, 6 and 9.5 km), a 1310 nm circulator (0.9 dB
losses), a power meter and a 5-MHz SPD from the IdQuantique Clavis
3100 QKD System with a dark count probability of 8.8 x 10~ per gate.
The power measured is shown in Fig. over a simulation of the
expected Rayleigh backscattering using the formula of Sec.[2.2.3|

After considering the losses of the splitters, isolator and FBG, the
measured noise at the QKD branch is: (i) when the ONU is located
outside the QKD branch, approx. 8.8 x 107> prob/gate (dark count
rate); and (ii) when the ONU is located inside the QKD branch, approx.
from 0.09 * 1072 to 0.016 % 10~ 2 prob/gate (depending on the second
splitter ratio). In the last case, the SPD is saturated. This means that
a detection occurs with a probability higher than expected (approx.
10~* prob/gate).

For the additional DTV signal, a similar reasoning as in the down-
stream 1490-nm signal applies. The difference is that the SPD will
require a better filtering stage in order to remove both signals and
their noise.

Other scattering effects of minor impact were not considered. For
instance, due to the channel separation, four-wave mixing (FWM) and
Brillouin scattering can be neglected.
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Figure 3.3: Upstream frame of a TDM-PON divided into time slots of variable
length. Each time slot is assigned to a given ONU, and they are
colored depending on whether the emitting ONU is located in
the same branch than the QKD systems (gray) or not (white). Two
QKD users may exchange key using the time slots marked white,
which correspond to low noise periods.

3.1.2  Proposal

Our experiments show that the noise reaching the SPD when the
emitting ONU is located outside the branch is nearly zero. Since time
slots are dedicated, during an upstream frame (see Fig. [3.3), there
will be low-noise periods and saturated periods (depending where
the ONU emitting is located). The low-noise periods could be used
to transmit quantum signals under the assumption that QKD devices
are somehow synchronized with the TDM-PON.

As we will show, this synchronization can be avoided by performing
a collision detection during the QKD post-processing. The objective is
to distinguish noisy data blocks. Using an estimation of the expected
number of detection per block (based on the expected detection prob-
ability), most erroneous detections can then be ruled out by simply
discarding blocks with a number of detections above that threshold.
The price to pay is a reduced efficiency when compared to an explicit
TDM case.

Note that we are already considering a highly-populated network?,
i.e., one where the usage is close to 100%. Although an apparent
contradiction, this is actually a favorable scenario: the number of slots
assigned to local ONUs is smaller, which increases the non-saturated
time per frame where QKD is possible.

The ability to discard noisy blocks depends on the amount of detec-
tions per time slot. The post-processing method can only distinguish
a saturated time slot when the number of detections is significantly
higher. Therefore, the frequency and dead time of the detector are

2 In a low-usage network, the time slots not assigned to any ONU are also low-noise
periods.



3.1 TDM-PON (GPON AND EPON)

crucial parameters to ensure that enough detections are gathered per
time slot. For example, in the case of TDM-PONs working at ~ 1.25
Gbps (e.g., EPON, GPON), we consider ~ 410 ns to be the shortest
time slot, which corresponds to an ethernet frame with the minimum
payload (64 bytes).

Up to this point we have only considered the quantum signal. For
the distillation procedure, QKD systems can operate as a regular ONU
and use their time slots. However, the performance would be reduced
since the system could not exchange qubits and distill key at the
same time. If this poses a problem, another solution is to use a channel
outside the channel plan and well separated from the quantum channel
to avoid any crosstalk.

3.1.3 Simulation

We have implemented the discussed post-processing method as a
proof of concept. For this, we have simulated a 1:128 GPON (loss
budget of approx. 28 dB). The total number of ONUs is not needed.
The simulation only requires the number of ONUs within the QKD
branch and the percentage of the upstream frame that they use. How
the rest of the upstream frame is distributed is not a relevant factor. In
any case, it is noise-free time for QKD. Accordingly, for the simulation,
we generated the traffic produced by only these particular ONUs by:

1. Split the upstream frame (125 ps in the GPON standard) into
time slots. Assign a percentage of those to the ONUs in the
QKD branch. Time slots have a variable size, with a minimum
of approx. 410 ns (ethernet frame without payload).

2. Generate the detection gates and assign a detection probability
to each gate depending whether they belong to a saturated time
slot (emitting ONU in the QKD branch) or not.

3. Group gates into blocks of length B and count the number of
detections. If it surpasses a threshold, discard the block. Note
that blocks are not synchronized in any way with time slots (see
Fig.[3.3). We discard the neighboring blocks as well, even if they
are non-saturated, to ensure that the full time slot is completely
removed.

Simulation was computed using typical values for the QKD device:
1 GHz laser and SPD, n = 0.1, popt = tiine ' M, Pa = 1072 ns™, 1p =
50 ns, and 100 ps of gate width [2g), [114]. The fiber length within the
QKD branch is 1 km (i.e. 2 km between a QKD pair) and the whole
network ranges from 5 to 15 km. Two network configurations were
considered: first splitter with 16 or 32 outputs (M in Fig. and

a second splitter (QKD branch) with 8 or 4 outputs (N in Fig. [3.1).

Ports in the QKD branch not used by the QKD devices are assumed
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to be assigned to conventional ONUs, hence there will be two or six
conventional ONUs in the QKD branch. Results are compared for
different non-saturated time per frame.

3.1.4 Results

Simulation results are shown in Fig. The figure shows the effective
detection probability pg,, and QBER. pg,, is calculated as the num-
ber of detections, after the post-processing, over the total number of
opened detection gates. Results are shown for two block lengths B:
1000 and 2000 detection gates. A threshold of 2 detections per block
was used in the 1:32 1:4 network, while in the 1:16 1:8 case it was set to
3. The QBER is well below the threshold allowed for secret key distilla-
tion under the assumption of BB84 and one-way key distillation (11%).
Note that the QBER for low non-saturated times increases because
the number of single photon detections decreases, but the dark count
probability remains constant. On the other hand, the high QBER for
large non-saturated times is due to an increase of the number of small
blocks wrongly marked false by the protocol.

In the case of a secondary 1:4 splitter, QBER is below 2% and pg,, is
above 10~% over a wide range of available time. The final secret key
rate will depend on the QKD system itself, the security assumptions
and the actual load of the network.

3.1.5 Next-generation TDM-PONs

Our solution works for the nowadays mainstream PON standards.
Nevertheless, their respective successors, XG-PON and 10G-EPON,
have been already standardized and they are expected to replace the
old standards in the next years. Fortunately, the new standards are
very similar to the old ones. This is of great help for solutions and
technologies based on the old standard, like ours, which can adapt to
the new one in a relatively easy way.

If we focus on XG-PON, there are two changes that affect our so-
lution: (i) new wavelengths for upstream and downstream, 1290 nm
and 1580 nm, respectively; and (ii) a higher upstream line rate (2.48
Gbps). Meanwhile, the physical scheme (topology and network com-
ponents), loss budget (approx. 29-31 dB), and operation mode (two
signals wavelength-multiplexed that are shared among the ONUS via
TDM) remains the same. The first change does not suppose a problem.
Actually, it benefits our solution since it moves further away the down-
stream signal from the quantum one. Similarly, the second change
does not invalid our solution. A higher speed does not invalidate the
fact that the upstream frame is still divided into time slots that are
assigned to the ONUs. For that reason, there will be always saturated
and non-saturated time slots. But, this puts pressure on the SPD. As
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Figure 3.4: Effective detection probability pg,, and QBER of a quantum sig-
nal as a function of the non-saturated time per frame (125 ps)
in a GPON. Results are compared for two network configura-
tions allowing up to 128 users, a 1:4 (1:8) splitter connected to
a 1:32 (1:16) splitter, and two block lengths, B = 1000 and 2000.
The detection probability assuming TDM synchronization is also

shown.
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stated before, the number of detections of the SPD during a time slot
of minimum size is a crucial parameter to be able to establish a feasible
threshold and thus detect saturated time slots. This is basically set by
the relationship between the frequency and dead time of the SPD, and
the upstream rate and minimum length of the time slots. If we have
the same block length at a higher speed, we will require better SPDs.

Beyond this next-generation, the second next-generation, currently
in standardization process, will be based on TWDM-PON. Even
though the final version is not available yet, in principle it could
work since everything indicates that the channels used will be located
at the S, C and L band using a DWDM grid. Despite using more
channels, they will be concentrated in a small part of the spectrum.
As a result, there will be empty-bands for the quantum channels, e.g.,
O band. In this case, the post-processing method will be unnecessary.
Quantum channels will be used uninterruptedly with a good filtering
stage before the SPD.

3.2 WDM-PON

The integration of quantum channels in a WDM-based access network
is simpler than in TDM-PON. Like the TWDM-PON case, even though
more conventional channels are used (typically, one or two per ONU),
they use a DWDM grid and they are located in the C band of the
optical spectrum. This arrangement leaves a considerable portion of
the spectrum free for using quantum channels at any time without
any kind of synchronization or post-processing.

3.2.1 Scattering effects

Let us suppose that conventional signals are confined to the C band
(1530 — 1565 nm) and quantum signals are 200 nm away. Before the
SPD, we connect a perfect bandpass filter that removes photons at
other wavelengths: we measure our channel and nothing else. Hence,
the quantum signal can only be disturbed by phenomena capable of
producing crosstalk at the wavelength of the quantum signal. This
assumption already discards Rayleigh scattering and crosstalk in the
devices. Moreover, the rest of major crosstalk phenomena get mini-
mized (see Fig.[3.5): (i) the Raman scattering is negligible at 1300 nm,
and (ii) first-order FWM products fall in between 1495 nm and 1600 nm
(See Sec. [2.3).

Surely, the problem lies in the assumption of a perfect filtering
stage. Even if no phenomenon produces a considerable amount of
crosstalk, the amount of photons that has to be filtered is higher than
in the TDM-PON case. While a TDM-PON like GPON/EPON has 2-3
signals, a typical WDM-PON has at least 64 (32 users, 2 signals per
user). Filters with a higher isolation are required.



3.2 WDM-PON

T
Conventional
0+ signals E

1
S
o

T

L

Power (dBm)

|

(=]

o
T

Quantum
-80 L signal e
/ FWM area

s/,

-100 I i i i i i i
1300 1350 1400 1450 1500 1550 1600

Wavelength (nm)

Figure 3.5: Spectrum of the upstream signals of a WDM-PON arriving to the
OLT (32-ch AWG and 15 km span). Alongside the conventional
signals at the C band, a quantum signal is emitted at 1 GHz and
at the O band (1310 nm).

3.2.2  Proposal ONU to OLT

With this configuration, the integration consists in looking for a noise-
free channel in the spectrum and configuring the QKD system to use
it (laser, filters, etc). The channel selected has to belong to the periodic
set of the port that the QKD system is connected to. If that is true,
the signal will be routed automatically by the AWG thanks to the
periodicity (see Sec. without affecting the operation mode of the
rest of ONUs. We suggest to select quantum channels at the O band
(1260 — 1360 nm) of the spectrum because of the good performance of
SPDs at that region [48]], the similar network losses (see Tab. , and
the almost 200 nm separation from the C band.

3.2.3 Proposal ONU to ONU

For this second approach, we have a fundamental limitation. We need
to enter and leave the AWG through different ports, thus using dif-
ferent channels, using only one wavelength. This can only be done
using a wavelength converter for quantum signals, but they are com-
mercially unavailable at the moment. The routing has to be done
mandatorily before crossing the AWG. For this task, we propose to
use an optical switch before the AWG, with a larger number of ports
than the AWG. The extra ports are used to create return paths (i.e.,
two ports connected in loop). This connection scheme is shown in
Fig. Now, signals can be routed: (i) to the AWG, as before, only
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Figure 3.6: Connection scheme of the AWG of a WDM-PON with QKD
integration ONU-to-ONU. A switch is placed before the AWG
with enough ports to create return paths for the quantum signals.
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affected by the losses of the switch (see Tab. [2.2); and (ii) to the return
paths, and back to the ONUs.

Note that the switch is an active component and it could require
modifications of the network infrastructure (e.g., changing the physical
location of the NC). This can be overcome by using a remotely pumped
approach based on power-by-light, where the power is supplied from
the OLT. Putting aside this possible drawback, this solution brings
crucial features: the ports of the switch are wavelength-independent,
and the quantum signal is transmitted always over a dedicated fiber
without having to coexist with conventional signals. We do not have to
worry about noise, selecting wavelengths, building complex filtering
stages, and reconfiguring QKD devices. Furthermore, it is compatible
with the ONU-to-OLT scheme.

3.3 CONCLUSIONS

Access network based on passive optical components are, in essence,
an ideal scenario for the QKD integration whenever we can control
the crosstalk from the powerful, conventional signals. Despite their
limited reach and number of users, they are the next step for QKD
networks after dedicated point-to-point links.

Here we have shown how up-to-date QKD devices can be directly in-
tegrated in these networks, in particular in the widely used GPON and
EPON standards, based on TDM, and in the promising WDM-PON.
Furthermore, proposed solutions are future-proof; the schemes are, in
principle, compatible with next-generation and second next-generation
PON standards (as long as QKD technology keeps improving).

The main advantage is that the integration is straightforward and
transparent to the rest of the network. It does not require any mod-
ification, neither of the devices nor of the standards and protocols
(e.g., imposing power limitations), or any kind of synchronization.
This effort-less and low-cost approach implies an efficiency loss in
the worst case, at the benefit of putting all the pressure on the QKD
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devices—the part that we control—, instead of demanding work and
sacrifice to the conventional part.

The only physical addition is done in the ONU-to-ONU approach,
where we need a device capable of routing back the quantum signal
to the ONUs. The particular device depends on the type of PON:
a bandpass filter in a TDM-PON, and a switch in a WDM-PON.
Nevertheless, both devices introduce very few losses and do not affect
the rest of signals. The synchronization is substituted by using a
channel dedicated to the quantum signal and, in case it is needed,
a collision detection mechanism in the QKD post-processing that
discards noisy time slots.
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QUANTUM METROPOLITAN OPTICAL NETWORK

In the last chapter, we discussed solutions to integrate quantum com-
munications in commercial telecom infrastructures. The procedure
was to study the commercial network architectures and to find a way
to create a quantum channel between a set of nodes of the existing
network. These ad-hoc solutions are useful in a first step for quantum
communication technologies, but they fall short when we want to,
for instance, increase the reach or the number of quantum users. The
quantum layer of the network is constrained by the unmodifiable
conventional protocols, standards and technologies.

Therefore, the next step is to extend this concept to a full quantum
telecom network based on commercial technology that can run in
parallel with the conventional one. This offers several benefits: the
number of quantum users increases; maximizes the network through-
put, resiliency and flexibility; and still uses the deployed commercial
infrastructure.

Here we propose a quantum metropolitan optical network that is
easy to deploy and maintain. It is based in the canonical metro ar-
chitecture described in Sec. [2.4| and uses standard commercial optical
components to take advantage of all existing resources (telecom facili-
ties, dark fiber, etc), and thus able to pass the quality and availability
tests required in a real-world deployment. The network is shared
using WDM between many quantum users and it provides each one
with a quantum link that is composed of a quantum channel and
a conventional channel. The latter carries the conventional signals
required by the quantum devices, e.g., the signal used to keep the
devices synchronized.

Next, we describe in detail the WDM grid used and the design of
the network and its nodes. Finally, we construct a testbed and we
characterize it in terms of losses, noise and users.

4.1 CHANNEL PLAN

As state above, the network supports quantum and conventional
signals. However, the noise produced by the latter can impede any
quantum communication (see Sec. [2.1). In consequence, we separate
both type of signals in different bands of the spectrum in order to
isolate the quantum signals. This technique has been already used in
several publications [81} 130, [74, 65, 66].

We put the quantum signals in the O band (1260-1360 nm), and
the conventional ones centered in the C band (~ 1500-1600 nm). By
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ﬂ CWDM Channel | DWDM Channel

Quantum signals (1260-1360 nm) Conventional signals (1500-1600 nm)
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Figure 4.1: Proposed channel plan for the quantum metropolitan optical net-
work. Quantum and conventional signals are separated in two
spectrum bands to minimize the crosstalk. Each band is divided
into subbands, which are assigned to the access networks. Within
the subbands, DWDM channels carry the signals. Subbands are
selected such that both quantum and conventional DWDM chan-
nels are periodic, and thus, they come out together through the
same AWG port.

this, we assure that: (i) first-order FWM products do not reach the
quantum signals® [68], (ii) Raman scattering has an almost negligible
power [75) [74], and (iii) Rayleigh scattering and leaked signals in the
WDM devices can be easily filtered. The only drawback is that fiber
absorptions are higher in the O band (0.1 dB/km more), but the major
contribution to losses in a metropolitan optical network comes from
the network components (see Tab. , and these are similar in both
bands. As an advantage, we can use commercial DWDM equipment
for the conventional signals, while manufacturing quantum optical
equipment at the O band does not create any problem.

Once all signals are allocated, we divide each band in CWDM chan-
nels and we assign one of each type to each access network. In the
access network, these are demultiplexed into DWDM channels and
assigned to the users by the AWG. The number of channels, i.e., users,
depends on the grid used (200-12.5 GHz separation). In this way,
each user gets a quantum and a conventional channel (by periodicity).
Therefore, the selection of a certain pair of wavelengths by an emitter
will automatically select a specific access network and, within that net-
work, a specific QKD device. This is known as wavelength-addressing.
Fig. |4.1{shows the schematic spectrum resulting from this approach.

1 First-order mixing products from signals within 1500-1600 nm will fall in the 1400-
1700 N range.
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Switch
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1

network

Figure 4.2: Simplified network of two WDM-PON access networks with
switches. Using the channel plan described in Sec. any pair
of users, located in different access networks, can communicate
using quantum and conventional signals.

4.2 NETWORK DESIGN
4.2.1  Simplified network

Using this WDM grid, we can directly build a metropolitan optical
network of two access networks, as depicted in Fig. where the
backbone is a point-to-point fiber between the access networks. The
network follows an any-to-any communication scheme: a QKD emitter
can address any QKD receiver located at the other access network just
by emitting at the DWDM channels assigned to the receiver (tunable
single-photon sources [163]]). Note that QKD emitters/receivers can
be freely mixed in the access networks. Nevertheless, for this to work,
both QKD devices must be connected to the same output port of
their respective AWGs since ports are wavelength-selective in both
directions. This could be an inconvenience in some scenarios. The
solution is to add an optical switch in front of the AWGs, which
would make the network dynamically reconfigurable.

4.2.2  Backbone nodes

We extend this network using OADMs at the backbone, as in conven-
tional network (Sec. [2.4). This allows to increase the number of access
networks. In our case, we need OADMSs with a particular design: (i)
able to add and drop simultaneously pairs of bands located in dif-
ferent parts of the spectrum, (ii) work for any subband and in the
appropriate periodical sets, (iii) introducing the minimal amount of
losses as possible, and (iv) without disrupting the quantum channel.
Commercial equipment is not designed to do this, hence we devised a
dedicated one (see Fig. [4.3).

In our model, all components are passive. Hence, all transmission
paths are always available and fixed. The resulting network will be
then less flexible and not resilient to link failures. However, passive
components are also known to be more robust. The operation mode
goes as follows:

* Drop: The signal enters the OADM through the input port and
two CWDM filters drop the quantum and conventional CWDM
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Figure 4.3: Design of a passive backbone node for the QKD-MON, built out
of common network components. It works as an OADM: (i) drops
the quantum and conventional subbands from the input signal
to the access network; and (ii) adds any channel coming from
the access network to the ring (output signal), no matter which
sub-band it belongs to.

channels assigned to the access network. These channels are
routed downstream using circulators and they are coupled us-
ing a 1310/1550 WDM multiplexer before they exit the OADM
through the Add/Drop port and reach the AWG in the access
network.

* Add: The signal enters the OADM through the Add/Drop port.
A 1310/1550 WDM mux separates the signal into quantum and
conventional band. Both are sent, using the same circulators, to
another 1310/1550 WDM mux that joins them. Finally, they are
added to the signals reflected by the band-pass filters using a
1 x 2 splitter and exit the OADM through the Output port.

Note that signals are injected into the ring no matter which CWDM
channel they belong to. Otherwise, an access network could only
communicate with itself. Equally important is that the scheme is non-
blocking. This means that added signals do not block the pass through
ones. If that would not be the case, an access network could receive
signals from only one, and not all of them. Due to these requirements,
the splitter is an essential component, despite its losses. These can be
reduced by optimizing the splitting ratio depending on the number
of OADMs that have to be crossed in a network design. In this way,
we favor the signals traversing the ring, which are the ones with the
largest losses, at the expense of increasing the losses in the shorter
paths (between neighboring access networks). For instance, for 3-4
backbone nodes, using a splitting ratio of 70:30 reduces the losses
about 2 dB in a path crossing the full network.

Now, we can build a backbone ring where multiple access networks
are attached to OADMs. Based on the operation mode described, it
can be seen that CWDM channels are routed properly to the access
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Figure 4.4: Quantum metropolitan optical network with 3 access networks.
The design uses CWDM at the backbone and DWDM at the access
networks to arrange both quantum and conventional signals in an
any-to-any fashion. A possible communication snapshot is shown
using colored circles. Each circle represents a pair of quantum
and conventional signal.

networks. On the other hand, note that OADM s give directionality to
the backbone network. Hence, the backbone must be a closed ring in
order to guarantee communications among all access networks.

4.2.3  Full network

Fig.|4.4/ shows a full quantum metropolitan optical network using the
OADMs and the WDM grid. Like in the simplified design, this design
is an any-to-any, wavelength-addressed network where QKD devices
are freely mixed. Moreover, it can be made dynamically reconfigurable
using switches at the AWGs. Colored dots are used to illustrate si-
multaneous communications between the users. Each dot represents a
pair of periodic quantum and conventional DWDM channels.

Note that there is no short path for two QKD systems in the same
access network as a result of removing the OLTs in order to simplify
the network. All upstream signals go directly to the backbone. There
are simple local solutions to this problem, e.g., using a larger switch
to create return paths (see Sec. [3.2).
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Table 4.1: Calculated and measured losses for the main network modules of
the QKD-MON (according to Tab. [2.2).

Quantum Conventional
Network component Calc. losses Meas. losses Calc. losses Meas. losses
32-ch AWG 3dB 2.34dB 3dB 245 dB
Switch 1dB 1dB
OADM (add) 5.4 dB 5.98 dB 5.4 dB 4.91 dB
OADM (pass) 4.8 dB 5.7 dB 4.8 dB 5.8 dB
OADM (drop) 1.7 dB 1.83 dB 2.3dB 2.24 dB
10-km path and 2 OADMs 18.1 dB 17.5 dB
15-km path and 3 OADMs 24.7 dB 23.15dB 23.2dB 20.64 dB
20-km path and 4 OADMs 31.1 dB 28.9 dB
30-km path and 5 OADMs 39.1 dB 35.5dB

The losses of the network, shown in Tab. are calculated using the
theoretical values of the components. For mere illustrative purposes,
we show examples of full optical paths for scenarios with a different
number of OADMs (i.e. access networks) and total fiber length. For
instance, a loss budget of approx. 30 dB [25} 12, 24], allows a quantum
network with 3-4 OADMs and a span of 15-20 km. Although there are
QKD systems with a loss budget over 40 dB [20,[32, 21], at present they
are not practical since they are based on superconducting detectors
that need cryogenic temperatures to work. Note that the proposed
network scheme remains valid even if QKD technology improves: a
higher loss budget means more backbone nodes, larger AWGs and a
longer reach.

An important characteristic of the proposed metro architecture is its
scalability. This is shown, for instance, when an access network, with
its corresponding backbone node, is added or deleted. Neither of them
imposes a modification of the resulting network (unless the WDM
grid is rearranged). For instance, let consider that we connect a fourth
access network to the network shown in Fig. using remaining
some free CWDM channels. Without any additional procedure, the
new users can communicate with the old ones by emitting at their
channels, and vice versa. The same applies if a user is connected
or disconnected from an existing access network. Its channels are
considered in the WDM grid, and disconnect them only means that
the channels will be unused. The routing is inherent to the network
architecture.

Regarding the maximum number of users that the network can serve,
it depends on the width of the spectrum bands, the loss budget and the
DWDM channel spacing. If CWDM channels are used for the access
networks (passband of ~ 13 nm) and the 100 GHz ITU DWDM grid for
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Table 4.2: Assignation of CWDM channels to the access networks.

Access network Quantum CWDM channel Conventional CWDM channel

1 1290 1570
2 1310 1550
3 1330 1530

the user channels, the network has a theoretical limit of 4- |13/0.8| =
64 users. The first term comes from the maximum number of CWDM
channels per band, which is limited by the losses in the O band and
by the need of having the quantum and conventional signals well
separated. The second term is the passband of the CWDM channel
over the DWDM channel spacing in nanometers. Considering that
this value increases for shorter wavelengths (due to the relationship
frequency-wavelength), we use the C band as reference (0.8 nm). The
maximum number of users can be increased by choosing a smaller
DWDM grid. But, in practice, the limit is set by the mismatches
between network components (e.g. CWDM channels and AWG cycles)
and the noise from the conventional signals.

4.3 TESTBED

The QKD-MON depicted in Fig. |4.4 has been implemented using the
components detailed in Tab. The test bed network is a full-featured
quantum metropolitan optical network with a span of 16 km, including
three access networks (labeled from 1 to 3), with static paths. The path
used for testing is depicted overlaid on the network scheme in Fig.
It crosses all network components in order to connect access networks
1 and 3. For that reason, it corresponds to the worst case scenario in
terms of losses and generated noise.

The bands and subbands are defined primarily by the components
used, especially at the OADMSs, and their passband. In particular,
we use CWDM channels in the backbone for routing subbands (see
Tab. [4.2), and 100 GHz DWDM 32-channels in the access network.

The test bed has been firstly characterized by measuring the losses.
For this purpose, we use lasers emitting at the access network 1 in
order to simulate quantum and service signals communicating with
the access network 3. We use then an OSA to measure the peak
power of both signals at different points of the network, including
the received signals at the end. The results, given in Tab. are
consistent with the calculated values. This last measurement also
proves the operation mode of the network.

Next, we want to find the maximum input power for the conven-
tional channels that does not disrupt the quantum transmissions. The
critical power is reached when the noise produced by the conventional
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Figure 4.5: QKD-MON test bed with three OADMSs based on the design in
Fig. The total length of the fiber is approx. 16 km. A longer
fiber than usual is used in the access network 1 to generate a
higher amount of Raman scattering. Overlaid in black is the worst
case path with respect to losses and generated noise.
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signals in a quantum channel, together with the intrinsic noise of
the SPD, yield a QBER above the threshold of the QKD system (11%
if we assume a BB84 with one-way communications). Using again
the worst-case path, we have performed several measurements of the
forward and backward noise.

For the forward noise, measurements are carried out at the smallest
wavelength separation between quantum and conventional channels,
which is approx. 180 nm (1340 to 1520 nm). This should produce the
highest noise possible. As a comparison with the schemes where all
signals are placed in the same spectral region, the forward noise at
1530 nm is measured as well. In both setups, the SPD [48] is connected
to a WDM multiplexer that is connected at the access network 3. The
purpose of the WDM multiplexer is to separate the quantum and
conventional bands. At the access network 1, we connect the laser
to an erbium doped fiber amplifier in order to try relatively high
power configurations (from —30 to +2 dBm). Finally, we measure the
backward noise by moving the SPD and WDM multiplexer to the
access network 1.

The measured noise as a function of the overall power of the con-
ventional channels is presented in Fig. In all cases, the result is
normalized to 1 ns gates (note that the intrinsic noise of the SPD
has been subtracted). The figure also depicts the dark count rate of
the SPD [2] and the expected detection rate of the quantum signal.
The probability of detecting an emitted single photon is calculated as
1 —e ™ where pu is the mean photon number, 7 is the transmittance
and 1 is the quantum efficiency of the SPD. Using these 3 values, we
estimate the QBER of several representative points of the experiment
as the ratio of erroneous detections over the total number of detections.

As expected, the forward noise in the conventional channel is higher.
This is not relevant for our network design, but it highlights the
importance of separating quantum and conventional channels in the
spectrum. In our testbed, the backward noise is the limiting factor due
to the high attenuation suffered by forward-scattered photons, whereas
backward-scattered photons reach a saturation peak (see Sec.[2.2.3). In
this test bed, it is seen that, even with approx. +2 dBm power for all
conventional channels, the QBER estimation is below the threshold,
consequently a QKD system [2] can exchange key. This overall power
would allow for more than 32 simultaneous conventional channels
of —13 dBm. For example, in this case, the QBER would increase
from 4.37% with no conventional channel to 5.1% with only one and
to approx. 5.74% with all 32 channels being used at the same time.
Furthermore, with —13 dBm, even in the worst case path, the receiving
power would be —34 dBm. This is strong enough to achieve a data
modulation rate of 1.25 Gbps with a bit error rate no higher than 10~
[71]. A data rate of 1.25 Gbps is obviously wasted if it is used just
for service signals which typically have a small duty cycle. It would
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Figure 4.6: Measured noise per 1 ns gate in the testbed depicted in Fig.
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A laser centered at 1520 nm is fed at the access network 1 and
three measurements are done: forward node at a quantum chan-
nel (1340 nm, triangles), backward noise at a quantum channel
(circles), and forward noise at a conventional channel (1530 nm,
squares). To facilitate its interpretation, the expected quantum
signal detection rate and the dark count rate of an SPD [2] are
also presented. Using these data, a rough estimation of the QBER
is shown for multiple points.
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be highly desirable to go beyond and use the rest of the time for key
distillation and/or ciphering.

Modes of network operation

To distill a key, a bidirectional conventional communication is required
between receiver and emitter. However, the backbone ring is direc-
tional: a signal originated in the receiver cannot propagate back to
the emitter using the same channel and path. The receiver has to use
the service channel assigned to the emitter. These return channels are
already considered in the channel plan. By design, every device in the
network has a pair of channels assigned. Nevertheless, return chan-
nels require a different switch configuration and, thus, they cannot
be used simultaneously with the corresponding service channel. This
is because, in general, emitter and receiver are connected to different
ports of their respective AWGs. Due to the number of signals that
need to be generated to produce enough key material to get rid of
finite key effects [124], the switching time is not a problem.

In case a simultaneous return channel is necessary, this can be easily
taken into account. For instance, in a static version of the network,
QKD systems can be arranged in a way that pairs are connected to
same port of their AWG. If a dynamic addressable network is needed,
then the simplest solution is to use different ports of the AWG for
each direction. This means that a QKD device will be connected to the
switch using two short fibers. This might not be the most economical
use of the fiber, but it is not a technical problem given the short
distance between AWG and QKD, and the presence of spare fibers in
most installations.

4.4 INTEGRATION OF QKD SYSTEMS

One-way discrete-variable QKD systems, based on weak coherent
pulses or entanglement, can be used directly in this network. One
example is the coherent-one way (COW) protocol. The most recent im-
plementation of a COW system [33] uses a quantum channel together
with two conventional channels (one in each direction) that carry the
service signals and the distillation protocol communication via TDM
(in Sec. 4.3} This advanced approach to the service channel is discussed
in Sec. Time multiplexing a wavelength in the presented network
does not pose any problem and the scheme works flawlessly without
modifications. In addition, the COW system can tolerate delays be-
tween quantum and conventional signals, such as those originating
from the small differences in path lengths that can occur in our OADM
node, or due to chromatic dispersion. The only requirements to adapt
a COW system are: (i) move the quantum channel to the O band, this
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is feasible by adapting the Faraday mirror and the intensity modulator;
and (ii) if addressability is required, use a tunable laser.

Continuous-variable QKD systems are a different topic, though.
They are based on coherent detection using a strong signal as a ref-
erence, which uses the same wavelength as the quantum signal. If
we put it on the quantum band, the reference signal would hinder
the neighboring quantum channels. If we put it on the conventional
band, the neighboring channels would impair the quantum channel.
Between both options, the last is the best one because most noise does
not phase-match with the quantum signal. The coherent detection
works as a very narrow bandpass filter [72].

Two-way QKD systems cannot be used since they use the same
channel in both directions and our network is wavelength-addressed.
You cannot address emitter and receiver using the same wavelength.
Even if a wavelength converter is used at the receiver, they would
need to change the switch configuration (unless the second wavelength
belongs to the same periodic set). For this to work, the pool of fiber in
the receiver should be long enough to delay the signal and give time
to reconfigure the switch.

The case of entanglement-based QKD system with the source located
in the middle is discussed in detail in the next chapter (Chap. [5). This
topic is radically different since our network design connects final
users with final users, in a one-to-one fashion. The actual design does
not allow communications following a one-to-many scheme (source-
users), or with the emitter located in other place than the access
network.

4.5 CONCLUSIONS

We have presented a quantum metropolitan optical network that is de-
signed to share the deployed infrastructure and uses commercial com-
ponents. This would potentially allow for a cheap, easy and reliable
deployment, thus making QKD a more cost-competitive technology.
The scheme is based on WDM and wavelength-addressing. Each
user has available a dedicated quantum and conventional channel,
and any other user can communicate with him by emitting at those
channels. The scheme of communications is thus any-to-any. In ad-
dition, it can be made dynamic using switches. The architecture is a
conventional one in metropolitan optical networks, comprising back-
bone and access networks. However, in our case, both subnetworks
form a single network to provide direct optical paths between users.
The measurements performed on a testbed demonstrate that quan-
tum signals can be successfully transmitted simultaneously with at
least 32 conventional signals, each one supporting a traffic of up to
1.25 Gbps. This traffic could include key distillation communication or
even cipher text transmission. This assumes 1 ns detector gates: more
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channels would be possible if last generation, sub-ns gated detectors
are used (e.g. 100 ps [2]). The scheme is finally limited by the spec-
ifications of the network components and the loss budget of actual
QKD systems (~ 20-30 dB). Nevertheless, as discussed above, typical
commercial components already allows for a network with a span of
20 km and 64 users distributed among 4 access networks.

Although originally thought for one-way discrete variables systems,
we have also discussed the integration of other technologies, e.g.
continuous variables, entangled photon-pairs, in an attempt to make
the network universal for any type of quantum communication system.
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DISTRIBUTION OF ENTANGLED PHOTON-PAIRS
IN A QUANTUM METROPOLITAN OPTICAL
NETWORK

The network presented in Chap. [4]is a solid framework for QKD and
further quantum information technologies. In an attempt to cover the
distribution of all the basic resources, we will study the distribution of
entangled photon-pairs in networks. Entanglement is a fundamental
characteristic of quantum mechanics that is used by many quantum in-
formation protocols besides quantum key distribution, like superdense
coding [164] or quantum teleportation [165]].

First, we describe the entangled photon-pairs source considered
here. Then, we show how to use a source to distribute entanglement
over an entire metropolitan optical network. Later, we will focus on the
network design of Chap. 4/ and on how the sources can be distributed
over the users and integrated in the existing channel plan. Finally, we
will modify the network design to include the sources.

5.1 BROADBAND SOURCE OF ENTANGLED PHOTON-PAIRS

Fig. shows the scheme and output of a broadband source of en-
tangled photon-pairs based on the spontaneous parametric down-
conversion process (SPDC). A continuous wave (CW) laser diode at
Ap pumps the periodically-poled lithium niobate (PPLN) waveguides
to obtain a broadband signal with central frequency A.. Photons of
both halves are entangled with each other symmetrically respect to A..
The width of the spectrum depends on the dimensions of the crystal
waveguides. Later, a DWDM demultiplexer divides the signal into
channels. As a result, DWDM channels are entangled symmetrically:
selecting one channel directly fixes the second one that has to be used.
Note that we cannot choose which channels have to be produced. We
need to use network components at the output (e.g., switch) to control
which pairs are distributed.

This broadband behavior makes them especially suitable for their
use in DWDM-based networks, such as WDM-PON, since a single
source can serve many users.

In particular, we consider a source [119] with the following charac-
teristics: (i) Ap = 775 £5 nm, (ii) bandwidth of 70 nm, and (iii) A, at
the C band (can be slightly tuned by modifying the temperature of
the waveguides or A;,). In terms of output power, the source generates
4.5 x 10° pairs/s/mW/GHz. Note that the generation rate is given
by GHz, thus a denser DWDM grid would increase the number of
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waveguides

Figure 5.1: Scheme and output of a broadband source of entangled photon-
pairs. A laser pumps the ppLN waveguides. Photon pairs are
generated over a broad spectrum via SPDC, and divided into
DWDM channels using a demultiplexer. Hence, DWDM channels
are entangled symmetrically. PBS stands for polarizing beam
splitter.

channels at the cost of having a lower count rate at each one. However,
we can produce more pairs by increasing the pumping power.

Based on this same scheme, sources using shorter ppLN waveguides
(approx. 2—3 mm) could successfully generate entangled-photon pairs
over a bandwidth of 200 nm, enough to cover entire spectrum bands.
This can also be done using novel ring structures integrated in silicon-
on-insulator (SOI) substrates.

5.2 ENTANGLEMENT-ONLY METROPOLITAN OPTICAL NETWORKS

Before going into detail about the integration of such sources in
the network proposed in Chap. [} we will start proposing designs
for entanglement-only metropolitan optical networks: no one-way
quantum channels or conventional ones. Despite their simplicity, they
are already an advance over the state of the art of entanglement-
only networks [117, 166, 118 119]. Furthermore, they illustrate the
operation mode of the sources and their integration in WDM-based
networks.

5.2.1 A single access network

Using a source as described in the previous section, the first step
is to directly connect users at the outputs of a DWDM multiplexer.
As Fig 5.2 shows, the result is a point-to-multipoint network that is
equivalent to a WDM-PON access network. The switch is required
to connect all possible user pairings, and thus build an any-to-any
network, i.e., a network in which any user can share entanglement
with any other one.
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Switch

Figure 5.2: Broadband entanglement-source directly connected to users. It is
equivalent to a WDM-PON access network. The switch is neces-
sary to do all possible user pairings.

.T Switch 2

)
—> OADM| — |OADM
C1510 C1550

Backbone network

C1510 / 1\ [\ C1550

Figure 5.3: Broadband entanglement-source serving two access networks.
The output of the source is demultiplexed in DWDM channels
and grouped in CWDM channels 1510 and 1550. Each CWDM
channel is dropped in a different access network by an OADM
(or just a simple bandpass filter).

5.2.2  Two access networks

Let us assume now that all DWDM channels from a WDM-PON are
contiguous and can be grouped into a single CWDM channel. There-
fore, since the spectrum of the source is wider than a CWDM channel,
we can distributed entangled photon-pairs among DWDM channels of
two different CWDM channels, i.e., between users from two different
access networks. For instance, we can add another WDM-PON next
to the previous one and connect both using a ring-shaped backbone.
Then, we only need a OADM node able to drop each CWDM channel
at each access network. The resulting network is shown in Fig.
where a source distributes entanglement between CWDM channels
1510 and 1550 (blue and red in the figure, respectively). Depending
on the particular CWDM channels used, the source configuration will
change accordingly by choosing the appropriate multiplexers to group
the DWDM channels used.
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CWDM 1 CWDM 2

Sources

CWDM N

CWDM 3

Figure 5.4: Scheme of a entanglement-only metropolitan optical network
with N access networks and ring-shaped passive backbone. Each
access networks has assigned a CWDM channel. Sources, added
to the backbone traffic, distribute entanglement over all single
CWDM channels and possible pairs.

5.2.3 Metropolitan optical network

Using these two subnetworks as basic blocks, we can build a entanglement-
only metropolitan optical network with N access networks (see Fig.[5.4).
For example, given N = 3, we need to communicate 3 single access
networks as in Fig. and @) = 3 pairs of access networks as in
Fig. Therefore, it requires a maximum of 6 sources: 3 of them
to distribute entanglement over each access network, and another 3
to distribute it between the possible 3 pairings of access networks.
In this way, any user can share entanglement with any other one.
Although the number of sources increases considerably with N, the
number of access networks is severely limited by the loss budget and
the available spectrum. Moreover, the actual number of sources can
be smaller since some of those combinations can be provided by a
single source. For instance, a source that distributes entanglement over
CWDM channels 1530 and 1570, can distribute it at the same time over
the single 1550. Regarding the physical allocation of the sources, all of
them are grouped as a single source and connected to the backbone.
Subsequently, a CWDM channel is assigned to each access network
and backbone nodes route these channels among different access net-
works. Finally, once within the access network, the AWG demultiplex
the CWDM channel into DWDM channels and a switch route them
to the appropriate user. Therefore, a DWDM channel is assigned to
each AWG port in the access network thanks to AWG’s periodicity”.
Note that, when emitting using a particular wavelength, the emitter is
actually selecting the target/final access network and the AWG port.
However, in this network, multiple sources would try to reach
the same access network and thus to use the same CWDM channel.
This is because we want to provide an access network distributing
entanglement among its own users and also with the rest of N — 1

1 To simplify matters, we assume that a CWDM channel equals an AWG’s spectrum
band. However, this may not be the case and then some DWDM channels will be
unusable.
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Figure 5.5: Possible connection schemes for the entanglement sources in an
entanglement-only metropolitan optical network with 2 access
networks. In (a), switches are used to decide which source uses
each CWDM channel. In (b), switches decide which source uses
each DWDM channel; hence, a CWDM channel is used by mul-
tiple sources at the same time. In (c), CWDM channels are also
shared among all sources but in a fixed way; a source has assigned
always the same DWDM channels.

access networks. Hence, we need to carefully connect the sources
when grouping them. We propose three solutions (see Fig.[5.5). In the
first scheme, sources will use the full CWDM channel and a switch
will decide which source uses that CWDM channel at each moment.
In the second scheme, switches are moved near the source in order
to decide which source uses each DWDM channel of each CWDM
channel. Therefore, a CWDM channel is used by multiple sources at
the same time. However, this flexibility comes at the cost of using
a larger number of switches. In the third scheme, we remove all
switches. Instead, we simply distribute the available DWDM channels
among the sources. Hence, each source always uses the same DWDM
channels.

Now, we calculate the maximum number of users that this network
can support. We will consider 100 GHz DWDM ITU grid, 32-channels
AWG, and the following fiber distances: 1 km between users and the
AWG, 3.5 km between the AWG and a backbone node, and 4 km
between neighboring backbone nodes. Insertion losses of common
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network components are shown in Tab. First, the maximum num-
ber of access networks N is established by the insertion losses. Note
that, when using entangled photon-pairs, the losses are the sum of
the two paths. Therefore, the worst path in terms of losses in our
network is the sum of the two worst paths: from the source to access
network N — 1, and from the source to N. With a 30 dB loss budget,
we calculate N = 8: (i) 15.3 dB from the source to a user in the N
access network, (ii) 14 dB from the source to a user in the N — 1 access
network, and (iii) 14 4 15.3 = 29.3 dB. As a result of the fixed map-
ping of CWDM channels, this is a maximum of 8 CWDM channels.
Nevertheless, to reach this upper bound, we need a source able to
produce entangled photon-pairs between CWDM 1 and CWDM 8, this
is, approx. 160 nm. Hence, depending on the spectrum width of the
sources used, the actual number of access networks can be smaller.
Finally, we can estimate then the number of users by multiplying N
by the number of DWDM channels per CWDM channel (passband of
approx. 13 nm), e.g. 8- [13/0.8] = 128 users with a 100 GHz DWDM
ITU grid. A higher loss budget would increase the maximum number
of users by allowing more backbone nodes and more users per access
network (AWGs with denser DWDM grids).

5.3 CHANNEL PLAN

Up to now, the network has been designed to distributes only entan-
gled photon pairs. Now we will discuss how to incorporate direct
communications, quantum and conventional, between users. We are
going to merge this entanglement-only network with the one described
in the previous chapter. Adding other types of quantum signals will
allow to use a higher variety of quantum information technologies,
whereas conventional signals are essential to perform any conven-
tional communication, either required by the quantum information
protocols themselves or by external applications.

For this, let us start by adding the conventional signals to the
network. As in Chap. [g} we will use two spectrum bands separated
by approximately 150 nm: the O band (1260-1360 nm), and the C
band and surroundings (1500-1600 nm). This separation reduces the
crosstalk from conventional to quantum signals and thus increases
the number of simultaneous signals that can be transmitted in the
network. The size of each band is delimited by their separation and the
operating wavelength range of the network components (see Tab. [2.2).

Based on the source’s characteristics, we assign the O band to the
conventional signals and the C band, and surroundings, to the quan-
tum ones. Each band is then divided into CWDM channels and a pair
of them, one in the C band and the other in the corresponding AWG
period in the O band, is assigned to each access network. The opera-
tion mode of the backbone nodes and the AWG at the access network
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remains the same. Therefore, now each AWG port has assigned two
DWDM channels: one containing single photons that are entangled
with other DWDM channel in the C band, and another one, in the O
band, containing conventional optical pulses. Note that both should
be separated at the receiver using a filter.

For the connection of the sources, we use the scheme depicted in
Fig. Since DWDM channels are assigned and fixed to each source,
each source is independent of the rest. As long as DWDM channels are
distributed over them correctly (e.g.,, a DWDM channel is not assigned
to more than one source), sources can be separated and connected at
different points of the backbone network. In addition, by assigning
and fixing a dedicated source to a subset of CWDM channels, we
avoid wavelength-tuning the source on-the-fly, a complex task that
would affect all users receiving from the source.

At this point, CWDM channels are shared among all sources, with-
out leaving place for one-way quantum signals. We could use a third
spectrum band for one-way quantum signals. However, we are already
occupying both low-attenuation telecommunication windows, and to
use a third CWDM channel per access network would also increase
the losses at the backbone node (more components would be needed
for the OADM). Therefore, we propose to share the quantum band
between one-way single photon pulses and entangled pairs. For this,
among the DWDM channels assigned to each source, only a set of
them will actually be connected to the source. The rest are left free for
one-way quantum signals®. Furthermore, this set of channels is fixed.
Instead of reconfiguring the source, we use the switch at the access
network to connect the user to the corresponding AWG port.

The resulting channel plan is shown in Fig. The figure shows
the arrangement of bands, CWDM and DWDM channels. Colored
arrows indicate DWDM channels used by entanglement sources (Sx),
where the color points out the CWDM channel. In this case, using
6 sources we can distribute entanglement to any pair of users of
the network, within the same access or in separate ones. The rest of
DWDM channels (in black) are available for one-way signals. Users can
connect to each type configuring the switches at the access networks.

A substantial advantage of our design is its scalability when facing
a demand increase of entangled channels. We can gradually provide
more channels by just connecting the outputs of the source to the
DWDM multiplexer. However, this will decrease the available channels
for one-way quantum communications.

Vice versa, one-way systems must not emit quantum signals at the DWDM channels
dedicated to entanglement distribution.
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Figure 5.6: Channel plan for a quantum metropolitan optical network. Each
access network has assigned two CWDM channels, for quantum
and conventional signals. They are spectrally separated to avoid
any crosstalk. Within the CWDM channel, DWDM channels are
used for one-way communications or entanglement distribution.
The figure shows how entanglement sources (S«) are arranged
in order to ensure entanglement among any pair of users in the
network.

5.4 UPGRADING THE BACKBONE NODE

For our scheme to work, we need to add the source’s signal to the
backbone traffic. Backbone nodes are then responsible of routing them.
We show a solution in Fig. The new backbone node is an upgrade
of the old OADM (see Chap. [4) but adding the source (S in the figure)
via splitter. This allows for an easy and cheap deployment while
maintaining the compatibility with the previous design. Only the add
operation changes:

¢ Drop: Not modified.

¢ Add: The signal enters the OADM through the Add/Drop port
and it is separated into quantum and conventional bands by a
1310/1550 WDM mux. Both bands are sent using two circulators
to another 1310/1550 WDM mux that joins them. At this point,
a splitter combines these signals from the access network with
the signal output by the entanglement source. Finally, both are
added to the signals reflected by the band-pass filters using
a 1 x 2 splitter and they exit the OADM through the Output
port. The signal output by the OADM has now three origins:
backbone, access network, entanglement source.

* Pass through: Not modified.
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Figure 5.7: Possible design of a passive backbone node for a ring-shaped
backbone that includes a broadband source of entangled photon-
pairs. The design is an upgrade of the previous one (Fig. with
the addition of the source S and a second splitter.

Table 5.1: Losses of the passive backbone node with entanglement-capability
depicted in Fig.
Action Losses Conv. Losses Quantum Losses Ent.

Add 54+08dB 54-+0.8dB 3.6dB
Pass 4.8 dB 4.8 dB 4.8 dB
Drop 2.3dB 1.7 dB 1.7 dB

The new component increases the losses of the OADM (see Tab. [5.1).
Nevertheless, we put the splitter from the source in the add path to
minimize its effect: pass trough and drop signals are not affected. In a
communication, a signal will only suffer one time these extra losses,
no matter how far is the destination. However, this also means that
there is no short-path for the immediate access network. Entangled
signals always go farther away to other access network. Likewise, we
use an unbalanced splitter to not hinder the signals coming from the
access network (only +0.8 dB for a go:10 splitter). Meanwhile, the
increment of losses at the source can be counteracted by increasing
the pumping power.

5.5 NETWORK DESIGN
5.5.1 Access network

The current configuration of the access network routes all upstream
signals to the backbone network. If two users from the same access
network want to communicate directly, their signals will cross the
entire backbone before reaching the receiver. This inefficient operation
mode can be solved by creating a shortcut within the access network.
We will use the technique already proposed in Sec. use a larger
switch than needed and use the extra ports to create loops in the
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network’s side of the switch, i.e., return paths. Therefore, two users
can connect to the user’s side of the switch and use the loop to
communicate directly. This is a simple, cost-free and local solution
that does not introduce extra losses or modify the channel plan.

5.5.2  Metropolitan optical network

We build a quantum metropolitan optical network using the new
backbone nodes. The network, depicted in Fig. has three access
networks (Ay) and a backbone ring. The conventional and quantum
CWDM channels assigned to each access networks are: (C1290, C1510)
for Ay, (C1310, C1530) for A;, and (C1330, C1550) for A3. The entan-
glement sources (Sy) are configured as in Fig.

e S serves A7 (C1510) and A (C1530) with A; = 1520 nm

¢ S, serves only Aq (C1510) with A¢ = 1510 nm

Sz serves A7 (C1510) and A3 (1550) with A; = 1530 nm

* S4 serves only A, (C1530) with A = 1530 nm

¢ S5 serves only Az (C1550) with A = 1550 nm

e S¢ serves A (C1530) and A3 (C1550) with A. = 1540 nm.

This arrangement is represented in the figure using colored circles
located near each source. They represent the entangled photon-pairs
generated by the source. The color indicates the CWDM channel of
the photon (i.e., the destination): blue for C1510, green for C1530, and
red for C1550. Note that the sources are deployed in a way that they
always distribute photon-pairs among the next and second next access
networks in order to use the shortest paths.

We calculate the path losses in Table using the same consid-
erations as in the entanglement-only network and the values from
Table We use the notation x-closest to denote proximity: o-closest
would be the same access network, 1-closest the immediate next in the
backbone direction, 2-closest the immediate next after the 1-closest,
etc. As shown, with a loss budget of 30 dB, our network design allows
one-way quantum communications between non-neighboring access
networks, e.g., from Aj to Az. For entangled communications, the
longest path is between a neighboring access network and the next
one, e.g., from S; to A and A;. The result is slightly worse in this case
because the source always communicates with farther access networks.
In the case of one-way, the source is already in one of the ends.

We estimate the maximum number of users? following the same
procedure as before. The first limitation comes from the losses. With

Here we refer to the maximum number of users that could in principle communicate
simultaneously. In practice, this is limited by the noise produced by conventional
signals.
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Figure 5.8: Quantum metropolitan optical network based on the design
shown in Chap. |4} Besides allowing one-way communications,
quantum and conventional, the network is also capable of dis-
tributing entangled-photon pairs among any pair of users of the
network.

Table 5.2: Path losses from an emitter (user or source) in a QKD-MON with
a fixed-ring backbone (Fig. [5.8). Values calculated using Tab.

and Tab.

Path to Losses Conv. Losses Quant. Losses Ent.
1-closest access network 19.1 dB 18.5 dB 11 dB
2-closest access network 24.7 dB 24.1 dB 16.6 dB

3-closest access network 30.3 dB 29.7 dB 22.2 dB
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a loss budget of 30 dB, the network design is limited to 3 access
networks (approx., 48 users). Adding a fourth access network would
inevitably require a source to distribute pairs among non-neighboring
access networks (e.g., A, and A4) and to have one-way quantum
communications between 3-closest access networks. Beyond the losses,
we face again the spectrum width of the source and then the number
of CWDM channels available.

5.6 CONCLUSIONS

In this chapter, we have proposed feasible schemes for the distribution
of entangled photon pairs in metropolitan optical networks. First,
we have shown how to construct entanglement-only metropolitan
optical networks. Later, we have integrated the sources in a quantum
metropolitan optical network with one-way quantum signals and
conventional ones. This is especially helpful if we want to embrace as
many as possible quantum information technologies in order to share
the costs of the infrastructure.

For this purpose, we have detailed the number of sources needed,
how to distribute them over the access networks and their integration
within the channel plan. Finally, we have proposed how to include
them in the previous network design based on a backbone with ring
topology and fixed passive nodes (OADMs). The resulting network
provides entangled photon pairs among any pair of access networks.
Moreover, the number of pairs per access network can be gradually
increased connecting more ports at the source.

The network is limited to a few access networks with current quan-
tum technology due to the fixed mapping of CWDM channels and loss
budget. In order to go beyond this network size, we need to explore
other communication schemes and network architectures that could
potentially allow for a more flexible design.



QUANTUM METROPOLITAN OPTICAL NETWORK
USING ACTIVE TECHNOLOGY

The network proposed in the previous two chapters fulfills its goals
in a cheap and simple way, but falls short when facing a considerable
increase in the number of users. The objective here is to devise a
larger quantum metropolitan optical network using current quantum
technology. For this, we conserve the previous channel plan and access
networks, but change the backbone architecture using reconfigurable
nodes and a mesh topology. Although, throughout this chapter, we
consider both one-way signals and entangled photon-pairs, the scheme
works seamlessly with only one of them.

6.1 ACTIVE BACKBONE NODE

The active, reconfigurable version of the backbone node is shown in
Fig. The design is a transparent optical cross-connect, also called
photonic cross-connect (PXC), adapted to our needs. The PXC allows
to route any input signal to any output port (even the original one).
This opens the door to use a dynamic assignment of CWDM channels
for the access networks. The operation mode is simplified to only one
function:

* Cross: Signals reach the PXC through a port and they are sep-
arated into quantum and conventional bands by a 1310/1550
WDM mux. Both bands are demultiplexed into CWDM chan-
nels and sent to the switch. The switch routes each channel
to the corresponding CWDM mux. CWDM channels are again
multiplexed and combined into one signal that leaves the PXC.

In case entanglement sources are needed, they are directly connected
to the switch.

Note that due to the new topology, the backbone node uses the
wavelength of the signal to decide through which output port goes the
signal. Previously, the wavelength was used to decide whether to drop
part of the signal or not. Hence, CWDM channels are now assigned to
the communication paths instead of to the receivers.

In comparison with the OADM, the losses of the PXC are slightly
lower due to the absence of splitters (see Table [6.1). However, this
depends on the number of CWDM channels used per band. In our
calculations, we have considered 4, which is almost the worst-case
scenario due to the width of the quantum and conventional bands (ap-
prox. 100 nm). Although the figure shows a big switch for all signals,
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Figure 6.1: Design of an active backbone node for a mesh-based backbone
that includes a broadband source of entangled photon-pairs. In-
coming signals are demultiplexed into quantum and conventional
bands using a 1310/1550 WDM mux, and then into CWDM chan-
nels. These are routed to their corresponding port via a switch.
All signals are multiplexed again before leaving the node.

Table 6.1: Losses of the active backbone node with entanglement-capability
depicted in Fig.
Action Losses Conv. Losses Quantum Losses Ent.
Cross 4dB 4 dB 2.5dB

we can use separate switches for each of them without increasing the
losses.

We highlight the fact that the losses of the node are independent of
its degree (number of ports). Signals will still cross the same number
of components. This is really helpful when dealing with dense areas
like metropolitan ones. For example, we can create redundant paths
between nodes for resiliency. Another interesting use case is to connect
more than one access network per node. We increase the number of
users per area but without adding more backbone nodes.

6.2 NETWORK DESIGN

Fig. 6.2/ depicts a quantum metropolitan optical network based on ac-
tive backbone nodes, a mesh topology, and 4 access networks (A1, A,
A3z, A4). Even though the network has more users and access networks,
it only uses 4 sources and 2 CWDM channels per band: C1290 and
C1310, and C1530 and C1550, for conventional and quantum signals,
respectively. The communication scheme is still any-to-any, but not
simultaneously. CWDM channels are not mapped to any access net-
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Figure 6.2: Quantum metropolitan optical network with a mesh-type back-
bone, backbone nodes based on active technology, and 4 access
networks (Ay). Reconfiguring the nodes allows to interconnect all
users using only 2 CWDM channels for quantum signals, but not
at the same time. In the depicted configuration, entanglement is
shared between Aj and A4, Ay and A4, A> and A3, and within
A3. One-way, quantum and conventional, are not configured.

work. Furthermore, using less CWDM channels allows to reduce the
number of different sources. Instead of having different sources, we
configure the PXCs to route their signal to different access networks.

In contrast to the previous network design, the backbone nodes
have to be configured carefully. We have to enable direct optical paths
and entanglement-distribution between any pair of users using a fixed
number of CWDM channels in the minimum number of steps. For
instance, considering the networks in the figure, we need to create the
following optical paths a total of 12 pairs:

¢ Enable direct optical paths between: (A1, A2), (A1, A3), (A1, As),
(A2, Az), (Az, Ay) and (A3, Ay). These are bidirectional, thus
(A1, Ay) is physically equal to (A4, A1). Moreover, we do not
need to address direct paths between users from the same access
network since that is already solved by the return paths at the
switch.

* Distribute entanglement between: (A, A1), (A1, A2), (A1, A3z),
(A1, Ag), (A2, A2), (A2, A3), (A2, Ag), (A3, A3), (A3, Ag) and
(A4, As). Therefore, covering any pair of users.
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Table 6.2: Path losses from an emitter (user or source) in a QKD-MON with
a reconfigurable-mesh backbone (Fig. [6.2). Values calculated using

Tab. and Tab.

Path to Losses Conv. Losses Quantum Losses Ent.
o-closest access network - - 7.4 dB
1-closest access network 18.6 dB 18.6 dB 12.2 dB
2-closest access network 23.4 dB 23.4 dB 17 dB
3-closest access network 28.2 dB 28.2dB 21.8 dB

The problem is rather trivial as long as we have enough sources and
loss budget. As an example, we show a series of network configura-
tions in Fig.|6.3| for the network depicted in Fig. The figure details
each configuration over a simplified version of the network. These
three steps cover all possible communications between pairs of access
networks:

* Configuration 1: entanglement distribution over pairings (A1,
A2) and (A3, A3), and direct optical paths between pairings (A1,
Ag) and (A3, Ag).

¢ Configuration 2: entanglement distribution over (A7, A3) and
(A1, Ag), and direct optical paths between (A, A4) and (A;,
A3).

¢ Configuration 3: entanglement distribution over (A, A4) and
(A3, A4), and direct optical paths between (A, Az) and (A7,
A3).

Similarly, the network can be configured also to distribute entangle-
ment over users from the same access network. Then, we can choose
to use a fixed set of configurations that cover all possible communica-
tion paths and just reuse them over them time, or actively design the
configurations depending on the user traffic at the moment.

We recalculate the path losses in Tab. As expected, the values are
lower because the backbone node introduces fewer losses. Moreover,
entanglement sources can now communicate with receivers located at
the immediate access network, i.e., the access network that is connected
to the same backbone node as the source. Keeping in mind the 30 dB
loss budget, the new design is limited to quantum communications
between access networks separated by two intermediate backbone
nodes: one way, 28.2 dB, and entangled, 29.2 dB (12.2 +17).

Besides allowing farther communications, the number of users is
also no longer a problem. In terms of loss budget, the mesh topol-
ogy allows to add access networks without surpassing the worst-case
path (in terms of losses) of the network by adding links that bypass
intermediate backbone nodes. On the other hand, using PXCs and a



6.2 NETWORK DESIGN 67

Access 1
network

Access
3 network ]‘ = E 3
1

(b) Configuration 2.

Access
network ]-

(c) Configuration 3.

Figure 6.3: Possible node configurations of the quantum metropolitan optical
network shown in Fig. Each backbone node is depicted as
an schematic switch-box, and each color represents a CWDM
channel for quantum signals. The three configurations cover all
communication paths between pairs of access networks.
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Figure 6.4: Basic network scenario with three users connected using a 1:2
splitter with ratio 50:50 or a 1x2 switch that switches each half a
second.

dynamic assignment of CWDM channels allows to rotate the assig-
nation of CWDM channels if we have more access networks than
CWDM channels. Hence, the spectrum width of the source is not a
limitation anymore. Finally, even if all available CWDM channels are
used, the mix of active nodes plus mesh topology allows to reuse them
in different parts of the network at the same time (see Fig. .

In the end, the network can grow and the only effect will be an
increase in the number of configurations needed to cover all possible
communication paths. It is equivalent to decomposing the reconfig-
urable network into smaller fixed ones.

63 EFFECT OF SWITCHES IN QKD NETWORKS

In this design, we have replaced the splitters by switches in order
to decide which communication paths are active at each moment. In
contrast, previous designs based on splitters had all paths always
available. In terms of QKD, one could wrongly conclude that this
always implies now a lower secret key rate per path since qubits are
only exchanged during part of the time. However, this may not be
always true.

Let us consider the most basic scenario (see Fig. . The network
consists in three users, Alice in one end, and Bob and Charles in the
other end. If we connect them using a 1:2 splitter, the communication
paths Alice-Bob and Alice-Charles are always available (assuming that
Alice’s detectors are not a bottleneck). But, if we use a 1x2 switch
instead, each communication path will be available only half of the
time. Considering the same fiber length 1 between both ends for each
scenario, the path losses using a splitter are then 3.1 dB more (see
Tab.

For the QKD, we consider a system implementing a standard BB84
with weak coherent pulses and APDs. The fraction of secret key r is
thus calculated using the GLLP formula [44), 124, [167], which takes
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into consideration imperfect source and detector. We start from the
general expression described in Sec.

r=1 —leakgc — IE = (1 —H(Q)) —leakEC

Since the source emits multiphoton pulses (pmu1ti(1)), Eve can gain
information from them without being detected by Alice or Bob. She
can split the pulses and measure her part. Therefore, we calculate the
secret fraction r considering only sinle-photon pulses:

T=Y1(1 —H(Q1)) —leakgc

where Y7 is the fraction of single-photon pulses detected, and Q; is
the QBER corresponding to those pulses. Y7 is calculated as:

Pexp

where pmyiti(p) is the probability of emitting a multiphoton pulse
by an attenuated laser with a mean photon number per pulse of y,
and pexyp is the probability of having a detection. Both expressions are
calculated as follow:

Pmutti(p) =1—(1+ple ™

Pexp = Psignal +Padc — PsignalPdc

For pexp, we take into account the probability of detecting a legitimate
signal (psignat), and also the probability of having a dark count pqc.
We approximate psignaq1 considering: (i) the transmittance of the fiber
(t =10"%Y10) where « is the attenuation coefficient of the fiber and
L is the fiber length; (ii) the mean photon number per pulses (1 < 1);
and (iii) the quantum efficiency of the detector (). Therefore, the final
expression is pexp ~ utn. For the QBER, we only considering the dark

counts as a noise source, thus:
1

2Pdc

Pexp

Q=

and the QBER from single-photon pulses is: Q1 = Q/Y7. Finally, the
information leakage of the distillation is lower bounded by H(Q).
Hence, any imperfect post-processing will introduce an efficiency
factor f(Q). This gives the following formula for the secret fraction r:

r=Y1(1—H(Q) — HQ)H(Q)

Now, we only have to multiply it by the detection rate R in order to
obtain the secret key rate K:

K =R[Y:(1-H(Q1)) —H(Q)f(Q)]

69



70

ACTIVE QUANTUM MON

1e+07 -

[ 1x2 Switch ]
P 1:2 Splitter
16+06 = \"""‘\\1 =
100000 | 4 T . . ]
/UT L \\ 4
2, | — |
< 10000 | T .
21000 | - » . f,
[} r \ b
4 L \ 1
% 100 F \ i
- L \ 4
3 | ]
10 - » . | |
1F | 1
01 [ | | | | | | | |
0 2 4 6 8 10 12 14 16

Losses (dB)

Figure 6.5: Secret key rate vs path losses of a BB84 QKD system using Eq.
We compare two scenarios, one with a 1:2 balanced splitter and
another one with a 1x2 switch. The switch scenarios takes into
consideration 25 ms of switching time.

where R is calculated using the frequency of the system f, the protocol
efficiency q, and the probability of a detection:

K =1 q[=pexpH(QIF(Q) + Y1 (T —H(Q1))] (6.1)

Although it may seem contradictory, in this case, the secret key
rate when using switches is always greater. This is due to the losses
introduced by each component, which translate to a QBER, and how
that affects the key distillation. Not only the key rate decreases ex-
ponentially with the losses, but as the losses increase, and thus the
QBER, the distillation also wastes a bigger part of the key in order to
correct the errors and reduce Eve’s knowledge. This means that, in our
scenario, the secret key rate (K) relationship between both scenarios is:

(T - Ts)sz > Kspl

where T is the fraction of time that the path is available, and T is
the switching time, which reduces the available time. We plot both
key rates in Fig. using T = 0.5 (half a second) and Ts = 25 ms][5].
For the QKD systems, we have considered the following common
parameters: F = 1 GHz, q = %, N = 15%, u = 1, paec = 107°, and
f(Q) = 1.2. As it can be seen, the secret key rate in the switched
scenario is always greater, and even withstand more losses.

6.4 CONCLUSIONS

In this chapter we have explored the use of active technology and a
more flexible topology in a quantum metropolitan optical network
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than the one described in the previous two chapters. The objective is
to support more users. In particular, we have changed the backbone
network architecture while maintaining the channel plan and access
networks. Furthermore, the network also still supports one-way signals
along with entangled photon-pairs.

First, we have used active backbone nodes based on PXCs instead
of fixed OADMSs. We can now configure which CWDM channels are
dropped in each access network, and thus intercommunicate more
access networks using the same number of CWDM channels. Second,
we have also moved from a closed ring to a mesh topology. This has
several benefits: (i) add backbone nodes but maintaining the overall
network loss budget, (ii) add redundant paths, and (iii) reuse CWDM
channels.

The resulting network achieves its main objective of not being lim-
ited in terms of users. Moreover, with the same loss budget, it permits
farther communications. Despite passive components tend to be more
robust and reliable, the flexibility of using at will different paths to
reach the same destination also makes the network resilient to attacks
and link failures.

Nevertheless, these benefits come at a price. First, both the deploy-
ment and operation costs increase considerably. Switches are not, in
general, a cheap component (depends on the number of ports) and
active nodes require conditioned facilities, a constant consumption
of energy, more maintenance and a management protocol. Moreover,
the management layer becomes more complex as we add nodes. Sim-
ilarly, this also affects the scalability. Adding or removing backbone
nodes, links and/or access networks requires a complete redo of the
configurations.
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EXTENDING THE REACH OF QUANTUM
COMMUNICATIONS

Despite the efforts to provide telecommunication networks with quan-
tum channels—whether it is done via integration or building a parallel
network—, we know that quantum communications, as conventional
ones, have a limited loss budget. It is mandatory to look for technolo-
gies capable of extending their reach. In this chapter, we show the
available solutions and propose a new one based on network-coding
and current technology. This new solution features modulation of the
information gained by the repeater, and thus how much the user is
willing to trust the repeater, at the expense of a reduced transmission
rate.

7.1 AVAILABLE SOLUTIONS

Fig. [7.1|shows a basic scenario where an emitter e wants to transmit
a message m made of qubits to a receiver T, for instance to create a
secure key with QKD. However, the losses between both are above the
loss budget of their devices (represented as a gray area in the figure).
As it can be seen, they are forced to use, at least, one intermediate
device or node t that somehow relays m to r. Next, we enumerate the
technological solutions for t: quantum amplifier, quantum repeater
and trusted repeater.

An optical amplifier increases the power of an input signal by gen-
erating photons at the signal’s wavelength. However, in a quantum
signal the information is carried in the physical state of the photons;

Figure 7.1: Basic scenario of a quantum communication where an emitter
e wants to transmit a message m to a receiver r. However, their
separation exceeds the reach of e (gray-out area). They need an
intermediate node t.
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the photons generated would need to be clones of the input ones. As
stated in Chap. |2} this is impossible without introducing a degree of
fidelity in the process. The clones are not perfect. To overcome this ob-
stacle, a promising solution are the non-deterministic noiseless linear
amplification models of heralded photons [56} [168]. Its application to
QKD has already been studied [169) [170].

A repeater is a more advanced device that aims to output a signal
identical to the one output by the emitter. For conventional communi-
cations, this means not only to amplify it but to regenerate it in terms
of shape and timing. In case of quantum signals, several schemes
have been proposed [54, [171]. Among them, one of the most promis-
ing is the BDCZ quantum repeater which has been experimentally
demonstrated [172]. The basic idea is to use entanglement swapping to
share entanglement between nodes that do not originally share it. The
procedure goes as follows: (i) in each link of the scenario (i.e., between
eand t, and t and r) a pair of entangled-photons is generated and one
photon of the pair is distributed to each end; (ii) t measures his two
photons and communicates the result to e or v (teleportation); and (iii)
e and r now share a pair of entangled-photons just like if e would
have transmitted it to r. Despite the experiment, their requirement of
quantum memories hinders their progress towards a practical version
(though all-photonics quantum repeaters are being studied [173]). As
quantum amplifiers, they are not a commercial solution either.

Beyond quantum technologies, we are forced to use conventional
solutions that irremediably intercept and destroy the end-to-end quan-
tum communication. They are basically a trusted man-in-the-middle
scheme. Therefore, all solutions imply a degree of trust on t since it
will get meaningful information during the process [174]. Formally,
these are known as trusted repeaters [57, 58, [59]. The main idea is to
create a secret key k in each link using QKD, and then use them to
cipher m via a secure symmetric-key algorithm such as one-time pad
(OTP)". If t is trusted, this is equivalent to having a secure private chan-
nel where a message m is sent from e to 1. Since trusted repeaters are
the only practical possibility nowadays, most QKD networks deployed
up to date use them (e.g. [99| [101) 103} [104), 45} [105) [106), [107]).

In order to alleviate this reliance condition, it is possible to use
the trusted repeaters in a secret sharing scheme [60]. In this way,
each t only has partial information about m. As long as specified
sets of t do not cooperate, m remains secret. Hence, each t can be
weakly trusted. Here we formalize this model of weakly trusted repeaters
(WTR) under the new paradigm of network coding [175], where the
intermediate nodes, instead of simply routing the incoming flows
through the outgoing paths, distribute a function of the inputs through
each outgoing path. It has been shown that linear combinations of the

One-time pad (OTP) is an information-theoretically secure cryptosystem with perfect
secrecy: no information is leaked to Eve.
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inputs suffice to maximize multicast transmissions [175] and allows to
improve on several other aspects such as security [174]. The application
of network coding in optical networks has been widely studied. For
instance, in Ref. [176, 177], the authors improve the performance,
robustness and reliability of optical networks, while Ref. [178] focus
on PON.

7.2 FORMALIZATION OF WEAKLY TRUSTED REPEATERS

Let us consider a network over a directed acyclic multigraph G defined
by its nodes N and links £. The links connected to a node are defined
by the adjacency of the node A(-). Therefore, a link 1 € £ connects two
nodes vi,v2 € Vifl € A(vy) and 1 € A(v;). All messages traversing
L are OTP-ciphered using a key k distributed using QKD between
v1,v2. Hence, as in trusted repeaters networks, the links are secure.
Eavesdropping is reduced to the intermediate nodes. Note that by
allowing multiple edges between two nodes we can generalize the
model to links with different capacities®

Nodes are split in three subsets: sources 8, users U and intermediate
nodes 7. Every source s generates a source message m,. We call M
the message jointly generated by all source nodes. On the other hand,
a user u aims to receive with no error M,,, the messages sent by S,,,
a specific subset of §. We will denote by Y and Y, the messages
sent through the link 1 and reaching the user u, respectively. Finally,
intermediate nodes t are allowed to output a function of the incoming
flows. If we restrict the functions to linear combinations of the inputs,
we can easily deduce that they also represent linear combinations of
the source messages.

A WTR network is composed of a series of disjoint paths that
connect a subset of sources with a subset of intermediate nodes with a
subset of users. Each disjoint path is divided into links. We call the n-
layer of the WTR network, the set of links that occupies the n-position
in each disjoint path, where the position 0 is the one between the
source and the first intermediate node. Therefore, the rate of a WTR
transmission between s and u is a function of the rate of each layer.

From this generic definition, we can focus in the special case of
interest for a quantum communication in which there is one source,
one user and the eavesdropper is interested in the whole message m.

7.2.1  Security

We define a set of W independent eavesdroppers where every w € W
may receive the messages crossing a fixed collection of nodes, or

The capacity of a WTR link is bounded by the secret key rate of the QKD system that
generates k. Since we use OTP, k has to be as long as the linear combination sent
through the link.
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eavesdropping pattern B,,, in order to recover a subset of the source
message M,,. In consequence an eavesdropper has access to Yg,, =
{Y1: 1€ A(v),v € By}, the messages traversing B,,. Note that if an
intermediate node of a disjoint path is compromised, and then the
whole path it is.

Following [174], a network code is admissible over this eavesdrop
network model if every user node u can recover M,, (decodable condi-
tion) and the information that every eavesdropper w holds about M,,,
does not reduce its entropy? (secure condition):

H(Mw|Yu) =0 (71)

H(My|Yg,,) = H(My) (7.2)

Byzantine adversaries

Until now, the eavesdropper had a passive role. He could gain in-
formation only by listening to the intermediate nodes. Adversaries
allowed to go beyond this limitation and output any message on their
outgoing links are called Byzantine adversaries. Let suppose a WTR
network where t intermediate nodes are controlled by a Byzantine
adversary. If we want perfect secrecy and perfect resiliency#, Dolev et
al. [180] showed that at least 3t 4 1 one-way disjoint paths are required
between s and .

This means that 4 disjoint paths are already required for only 1
byzantine adversary. Considering the early stage of quantum telecom
networks in terms of number of nodes and paths between them (e.g.,
deployed networks typically consist in less than 10 nodes and only 1
path), this condition seems unattainable at the moment. In these cases,
a weaker security has to be considered. If we downgrade the perfect
resiliency to just message authenticity, Salvail et al. show in [58] that
only t + 1 are required. It only needs one uncorrupted disjoint path
between s and .

7.3 LOGICAL SCENARIOS

A simple scenario of weakly trusted repeaters is shown in Fig.
Here, a source s and an user u exchange a secure key relying in two
intermediate nodes (t; and t;). The source s generates a message m
and a random message 1, both taking values over the finite field GF(3),
and sends a linear combination of both to t; or t; using the keys
exchanged using QKD in the respective links. The intermediate nodes

H(:|-) is Shannon’s conditional entropy [179].
Perfect resiliency means that the adversaries are unable to stop the sources from
reliably transmitting the messages to the users (e.g., a denial of service attack).
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t1

m+k

t m—k

(a) Unicast transmission. (b) Multicast transmission.

Figure 7.2: Logic unicast and multicast scenarios for quantum communi-
cations using weakly trusted repeaters. All transmissions are
OTP-ciphered using a QKD secret key. (a) In this network, the
source s sends a message m € M, in linear combination with a
random message k, to the user u using t; and t; as intermediate
nodes. These can eavesdrop their incoming and outgoing links. If
they don’t cooperate, they have no information about m. (b) The
source s distributes the same secret key to two different users
and u,.

t1 and t; route the messages to u, who is able to recover m using both
received messages. It is easy to verify that the information that t; or
ty gets from M (here, M = m) is:

H(M[Yy,) = H(M[Yy,) =0 (7.3)

where Yy, and Y;, are the sets of extended messages traversing t; and
to (m+ 1 and m — 7, respectively).

The previous scenario can be used to enable multicast distribution,
as shown in Fig. the extra links joining t; and t, with the second
user u; replicate the links with uy. Now, m is relayed securely to 2
users. This is of special interest if s is trusted by default, for instance,
due to hierarchy. A clear example of this situation can be found in
banks. Let suppose that the node s are the headquarters and U the
subset of banks. After an initial m is shared from s to every u € U,
secure communications between the banks are allowed using m as the
secret key.

Despite the clear gain shown in the above scenarios, intermediate
nodes did not operate with the messages. In order to illustrate the
capability of weakly trusted repeaters, consider now the scenario
depicted in Fig. Here, proposed by Chan et al. in [181], four nodes
(s1, s2, w1 and uy) exchange keys pairwise (mj between s; and u,,
and m; between s; and u7) relying in t; and t,. In other words, u4
and u; should be able to recover m; and mj, respectively, but not m;
and m;. In effect, the users recover the desired message by adding the
incoming flows and

H(M1[Yy,) = H(M3[Yy,) =0 (7.4)

(751
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Figure 7.3: Logic multi-source scenario for quantum communications using
weakly trusted repeaters. Two sources, s1 and s, transmit m; and
m; to the users, u; and uq, respectively. The message is linearly
combined with a random message k, and OTP-ciphered with a
QKD secret key. No information is leaked to the intermediate
nodes or the remaining users.

It should be noted that H(M[Yy,) =0, H(M1]Y,) = H(M;,[|Y:,) =0
but H(M|Y¢,) > 0. That is, the network code is admissible if t; aims
to recover either M or M, but not both.

Beyond these examples, where network code constructions can be
discovered by inspection, explicit code constructions in the general
wiretapping model is an open problem [181]. However, in the single
source scenario, secure network code constructions are fairly well
known [174].

7.4 IMPLEMENTATION ON METROPOLITAN OPTICAL NETWORKS

In this section we implement the unicast and multicast scenarios
in quantum metropolitan optical networks (QKD-MON) to show the
utility of WIRs. In particular, we focus in the transmission and routing
of quantum signals through a typical MON. The network layer where
the ciphered messages are transmitted is considered to be available
via traditional telecom networks.

Our network model is depicted in Fig. The nodes N are de-
ployed at the backbone nodes and as users of the access networks. The
physical links between these two subnetworks are represented by solid
lines in the figure. The nodes at the access networks belong to the
subset of sources and users, 8§ and U respectively, meanwhile the nodes
at the backbone are the intermediate nodes, subset 7. Using WDM, we
enable a logical link (pointed line in the figure) between each source
s and user u, and at least two intermediate nodes t: from its own
backbone node and a neighboring one. Therefore, each intermediate
node t connects at least two access networks.

The type of QKD device selected for each node is not arbitrary.
We put the QKD emitters Tx,, at the access network and the QKD
receivers Rx,,, more expensive and difficult to maintain due to the
SPD, at the backbone nodes, which are located at the telco facilities.
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Figure 7.4: Scheme of a QKD-MON with weakly trusted repeaters. Solid
lines represent physical links, and dashed lines, logical ones.
Intermediate nodes (7) are located at the backbone nodes and the
sources (8) and users (U) at the access networks. The resulting
scheme is similar to the one in Fig. [7.2abut folded in two by the
middle.

Next, we present two network prototypes based on passive opti-
cal components and wavelength-addressable: a pair of QKD devices
communicate using the wavelength assigned to the receiver. In this
way, multiple emitters can communicate simultaneously with differ-
ent receivers, because each receiver is addressed using a different
wavelength.

Note that, QKD systems with a higher loss budget would allow
farther away locations, higher secret key rate and increase the number
of disjoint paths, thus improving the throughput and security of the
protocol.

7.4.1  First prototype

A first prototype is depicted in Fig. In the backbone nodes, a
CWDM OADM is used to route signals to the corresponding access
network. Add and drop ports are connected to a DWDM filter F
that routes the signals at the corresponding DWDM channel to the
receiver. Both filters F are then connected to a band-pass filter, Fg,
using the reflected and filtered ports. The common port of F, connects
the backbone with the access network, thus routing signals from
the access network in the correct direction of the backbone ring. In
consequence, the backbone ring is bidirectional. In the access network
several emitters are connected to an splitter, as in GPON.

In particular, each emitter can communicate with the immediate
backbone node and both neighboring backbone nodes. For instance,
in Fig. Txs is able to communicate with Rx;, Rx; and Rxz. Con-
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Figure 7.5: QKD-MON prototype using weakly trusted repeaters. At the
backbone, 1550 nm CWDM OADMs are used in parallel with
DWDM OADMs (F) that route signals to the corresponding re-
ceiver. Finally, a band-pass filter F is used to connect the access
network with the backbone and route signals into the correct
direction within the backbone (bidirectional ring). The figure also
shows a WTR communication between Tx; and Txs using colored
circles. The color indicates the wavelength of the signal.

sidering the fiber distances in the figure and the values of Tab.
the path losses to the quantum receiver at the immediate backbone
node is 10.6 dB while the one at the neighboring one is 15.5 dB. Since
communications between farther nodes are unfeasible due to losses,
wavelengths for the filters can be used repeatedly all over the network.
This reduces the number of required wavelengths and simplifies the
network construction.

The figure also shows the key exchanges needed for a unicast
transmission between Tx; (s) and Txs (u) using colored circles. The
communication scheme is illustrated in Fig. As it can be seen, Rx;
and Rx; act as intermediate nodes t; and t,. After these key exchanges,
Tx7 and Txs have the required two disjoint paths: Tx; — Rx; — Txs
and Tx; —Rxz2 — Txs. This simple case can be extended to exchanges
between farther nodes, just repeating the communication pattern (see
Fig.[7.6b). Finally, we represent in Fig. a multicast scenario where
Tx7 (s) communicates with Txs (u7) and Txg (uz). The links between
uy and the intermediate nodes t; and t, are replicated to u;.

7.4.2  Second prototype

A second network prototype is shown in Fig. At the backbone
nodes, the CWDM OADM is replaced by a splitter, thus making
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(c) Multicast transmission.

Figure 7.6: Possible types of WTR communications using weakly trusted
repeaters in the QKD-MON prototype depicted in Fig. Each
transmission is labeled with its wavelength (colored circle) and
loss budget.
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Figure 7.7: Second prototype of a QKD-MON with weakly trusted repeaters.
Splitters are used instead of CWDM OADMSs. These changes
permit to use an AWG at the access network, and thus increase
the number of users.

unnecessary Fq since signals are automatically sent in both directions.
This also allows to reduce the number of F to one. This modification
permits to use an AWG in the access network which increases the
number of users up to 32 with less insertion losses (see Tab.[2.2). The
operation mode is simple. Let us consider that a band of the AWG is
a CWDM channel, then we also use CWDM channels for the filters
F (1550 and 1570 in the figure). By periodicity of the AWG, a emitter
Tx can, in principle, communicate with any receiver Rx. However,
the architecture of the backbone node still limits communications to
immediate and neighboring backbone nodes.

As described, this second prototype improves in terms of the num-
ber of users and resources, and preserves the communication scheme
explained for the first prototype. Moreover, it also reduces the loss
budget for all transmissions. Now, a communication with the quan-
tum receiver at the immediate backbone node is 3.6 dB while the one
at the neighboring one is 11.2 dB. Note that by reducing the losses
we increase the secret-key rate of the QKD system which, in turn,
increases the WTR transmission rate.

7.5 CONCLUSIONS

We have introduced weakly trusted repeaters as a solution to the
loss budget limitation of QKD communications. WTR are formalized
using a network-coding approach and they can be built using current
technology. Compared with traditional trusted repeaters, WTR reduces
the full trust dependence on the repeaters at the cost of a reduced
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efficiency. As long as there is one non-malicious path between Alice
and Bob, the communication remains secure.

We have also shown their usefulness via multiple logical schemes,
and detailed particular implementations in metropolitan optical net-
works. These scenarios can be easily extended to a higher number of
users and through more intermediate nodes.

WTR can directly founds its niche in private QKD networks where
all nodes belong to the same organization, e.g., telecom companies,
banks, military institutions or government agencies. In this case, even
though there is only one user, nodes are still a potential security
threat, suspected of being eavesdropped. They cannot be fully trusted.
Nevertheless, communications will remain secure unless all nodes are
taken down. Another interesting situation occurs when the user does
not own any network, but he can communicate through multiple ones
to reach the destination. Although we do not trust any in particular,
we are confident that all of them will not cooperate. Hence, we weakly
trust them.
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8.1 CONCLUSIONS

Quantum information technologies open up a new range of possibili-
ties in telecommunications, especially in security. For instance, QKD
enables two users to grow a secret key between them with information-
theoretic security, thus solving the key distribution problem of conven-
tional cryptography. Far from being a futuristic technology, QKD is
maturing rapidly and nowadays is ready to use: systems have pushed
the records to more than 200 km, 1 GHz repetition rate and 1 Mbps of
distilled secret key. Practical QKD systems are being commercialized,
and studies have shown its long-term stability.

However, its commercial success has been modest, far from what
one could expect for, an a priori, revolutionary technology. The main
barriers for its adoption are the cost and usability, including its deploy-
ment. Nowadays, QKD systems are used in point-to-point scenarios
with a dedicated fiber, which heavily restricts its use beyond some
particular use case scenarios with a few nodes. In addition, the dedi-
cated link has to be deployed by the user himself or rented to telecom
companies, both options resulting in an unacceptable cost for the user.
To have a future, quantum information technologies should aim for
its use in networks, in real multiuser scenarios, with shared links.
In particular, existing telecom networks based on optical fiber are
a perfect environment due to their pervasiveness, reaching almost
all potential users. By sharing links, the cost of using QKD would
decrease dramatically and the number of possible scenarios would
increase. The technology would become cheaper and more useful.

As a first step, in this thesis, we have studied the integration of
quantum communications in telecom networks, in the so-called last-
mile, which connects to the final users. Our objective was to enable
the use of quantum signals in today’s most used network standards
(GPON, EPON) without modifying the operation mode, affecting the
conventional users, or requiring too much effort from the telecom
company. Regardless of its feasibility, solutions are limited in terms of
reach, number of users and connection scheme. To solve these issues,
one has to break free from the restrictions imposed by the conventional
users, their signals and protocols, and grow from a simple add-on
of an existing network standard to a full-feature quantum telecom
network.

Following this idea, we have designed a quantum metropolitan
optical network based on wavelength-division multiplexing. The archi-
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tecture is a conventional backbone ring connected to multiple access
networks, like a conventional metropolitan optical network. Great
care was taken in that all network modules could be built using off
the shelf commercial components. Therefore, it can benefit from mar-
ket manufacturing for cheap and easy deployment. Using standard
CWDM channels, a 100 GHz DWDM grid and a typical loss budget
of 30 dB, the proposed network is able to support up to 64 users, with
32 simultaneous conventional signals. This can be easily improved by
using other components, a denser grid, better filtering at the receiver
or SPDs with shorter gates. Moreover, users address each other in
an any-to-any, dynamic way by emitting at the receiver’s assigned
channel. Later, we have enhanced the design adding distribution of
entangled photon-pairs between all access networks. This extension
permits the use of the network by almost all QKD protocols and other
quantum information technologies.

With the objective of going beyond those 64 users, we have explored
other network architectures. In particular, we have changed the entire
backbone. The rest of the network, access networks and channel plan,
remains the same. Within the backbone, we have changed the fixed
OADMs for reconfigurable PXCs, and the ring topology for a mesh.
The result is a network more expensive and complex but without any
limit in terms of users and access networks. Moreover, the dynamic
routing and availability of multiple paths between nodes allows for a
more robust and flexible network.

If we want a larger metropolitan network, connect distant metropoli-
tan networks or even deploy a transnational quantum link, we will
need a higher loss budget. Nonetheless, that budget increment is in the
end a temporary patch. An increased limit is still a limit. In order to
solve the loss budget limitation, we have proposed a classical solution
based on the trusted repeaters paradigm but using a network coding
approach. This new formalization allows to modulate the degree of
trust put in the repeaters by using multiple intermediate nodes and
disjoint paths. In the described scenarios, the information is transmit-
ted with information-theoretic security unless all intermediate nodes
cooperate to compromise the network.

As it can be seen, the overarching goal of this thesis is to remove
the barriers that impede QKD technology to gain a broader mar-
ket adoption. Nevertheless, this process greatly depends on external
factors that are beyond the scope and control of QKD research. For
example, it is known that current conventional solutions, based on
the problems of the discrete logarithm and integer factorization, are
breakable using a quantum computer and the Shor’s algorithm; it
is a matter of time until they become useless. This has encouraged
the research of conventional post-quantum cryptography, protocols
that are considered quantum resistant, but that, nowadays, are only
Shor’s resistant and have not demonstrated security against other
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classical or quantum adversaries. Up to now, QKD remains the only
one that can be demonstrated secure against any quantum or classical
attack. Obviously, security is also a perceived risk, and the closer the
realization of a quantum computer is felt, the faster the adoption of
QKD will be.

In the meantime, the QKD community is devoted to the study
and improvement of the protocols, systems and network solutions
in order to make QKD competitive. In particular, the use of QKD in
telecom networks is of special importance. Present solutions depend
on the current state of conventional telecom networks, which are
continuously evolving. Hence, they will become obsolete in a not
so distant future unless actions are taken. More importantly, this
evolution follows a set of interests that does not necessarily coincide
with the ones from the quantum information community. As one could
expect, new telecom standards and technologies try to exploit their
resources and solve their problems, without taking into account how
they can affect quantum signals. Nothing ensures that future networks
will be more quantum-friendly, unless we tell them how do it and
present compelling reasons.

For example, optical amplifiers are becoming a reality in next-
generation optical access networks in order to increase the reach,
number of users and loss budget [182]. In addition, the spectrum is
being filled up with more signals aiming for a higher bandwidth (e.g.,
DWDM metro backbone [160, [150], TWDM-PON [159], ultra-dense co-
herent WDM-PON [183]]), which increases the overall photon flux per
second in the fiber and typically reduces the available spectrum. Simi-
larly, the backbone topology is starting to deviate from the traditional
ring to a more flexible, elastic and dynamic mesh where the nodes are
capable of rearranging the routing and logic scheme of the network
at any moment depending on the demand, link failures, etc. For that,
the backbone nodes use CDC ROADMs based on wavelength-selective
switches [162), [161].

Despite all these problems, the fundamental characteristic that al-
lows conventional telecom networks to be considered adequate for
photonics-based quantum information technologies still remains: the
optical medium. Everything indicates that fiber and optical devices
will be at the core of the future networks. Moreover, network compo-
nents based on optical devices are becoming more flexible and the
emergence of software-defined optical networks [184]], which focus
on controlling the components at will, could make a difference for
quantum communications and their emergence as feasible commercial
technologies.
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8.2 FUTURE WORK

Finally, we outline the lines of research that remain open after the
results obtained in this thesis:

Analyze the performance of QKD systems in multiuser networks
where simultaneous quantum signals are transmitted between
multiple users. Explore the possibility of using a load balancing
scheme in reconfigurable networks.

Characterize the noise produced by conventional signals in a
quantum metropolitan optical network with a mesh-shaped
backbone and reconfigurable backbone nodes.

Improve the integration schemes for today’s network technolo-
gies by reducing the number of requirements and modifications
(thus, reducing the cost and effort).

Study other backbone architectures, based on DWDM technol-
ogy. This would allow for a more flexible routing, instead of
grouping all DWDM channels in CWDM channels and routing
them together.

Investigate the trend of future optical networks, and their stan-
dards, and how quantum communications can be used in them.
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ACRONYMS

AWG Arrayed Waveguide Grating

BB84 Bennett Brassard 1984

BER  Bit Error Rate

BES Broadband Entanglement-Source

CDC-ROADM Colorless, Directionless and Contentionless
Reconfigurable Optical Add Drop Multiplexer

CH Channel

cO  Central Office

COW Coherent One Way

CVQKD Continuous Variables Quantum Key Distribution
cw  Continuous Wave

CWDM Coarse Wavelength Division Multiplexing
DPS-QKD Differential Phase Shift Quantum Key Distribution
DTV Digital Television

DWDM Dense Wavelength Division Multiplexing

Eg1  Ekert 1991

EDFA Erbium Doped Fiber Amplifier

EPON Ethernet-Capable Passive Optical Network

FBG Fiber Bragg Gratings

FWM Four Wave Mixing

GPON Gigabit-Capable Passive Optical Network

MON Metropolitan Optical Network

NC  Network Component

OADM Optical Add Drop Multiplexer

OLT Optical Line Terminator

ONT Optical Network Terminator
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ONU Optical Network Unit

OSA  Optical Spectrum Analyzer

OTP  One Time Pad

PON Passive Optical Network

PPLN Periodically Poled Lithium Niobate

PXC  Photonic Cross Connect

QBER Quantum Bit Error Rate

QKD Quantum Key Distribution

QKD-MON Quantum Metropolitan Optical Network
ROADM Reconfigurable Optical Add Drop Multiplexer
RSA  Rivest, Shamir y Adleman

SFP  Small Form-Factor Pluggable Transceiver

SNR Signal to Noise Ratio

sPD  Single Photon Detector

TDM Time Division Multiplexing

TDM-PON Time Division Multiplexing Passive Optical Network
WDM Wavelength Division Multiplexing

WDM-PON Wavelength Division Multiplexing Passive Optical
Network

WTR Weakly Trusted Repeater

wss  Wavelength Selective Switch
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