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1 Introduction

ECRET-KEY agreement, a well-known problem in cryptography, allows two
parties holding correlated sequences to agree on a secret key communi-
cating over a public channel. It is usually divided into three different pro-

cedures: advantage distillation, information reconciliation and privacy amplifi-
cation. The efficiency of each one of these procedures is needed if a positive
key ratfe is to be aftained from the legitimate parties’ correlated sequences.

Quantum key distribution (QKD) allows the two parties to obtain correlated se-
quences, provided that they have access to an authenticated channel. The
new generation of QKD devices is able to work at higher speeds and in noisier
or more absorbing environments. This exposes the weaknesses of current infor-
mation reconciliation protocols, a key component to their performance. Here
we present a new protocol based in low-density parity-check (LDPC) codes (1)
that presents the advantages of low interactivity, rate adaptability and high
efficiency.characteristics that make it highly suitable for next generation QKD
devices.

2 Information Reconciliation

Modern coding theory provides techniques that can be used within the QKD
context in order to improve the efficiency of current procedures used for rec-
onciliation. In this poster we propose the use of LDPC codes adapted for the
information reconciliation problem in QKD. For this purpose, several families of
LDPC codes were optimized for different information rates in the binary symmet-
ric channel (BSC) (2). Improved codes were then constructed by modifying the
progressive edge-growth algorithm, in order to construct codes with irregular
check-node degree distributions (3).

A new protocol was proposed to adapt the information rate of these codes (4),
thus reducing the amount of information to be published during the reconcilia-
tion process (i.e. increasing the efficiency). Rate modulation is performed using
puncturing and shortening, with asymptotic behaviour analyzed using the den-
sity evolution algorithm. Both techniques allow to adapt LDPC codes in real fime
with a small efficiency loss (see Fig. 1). The proposed protocol can be modified
to improve the average efficiency by running an inferactive communication
session. In the modified protocol, punctured symbols are revealed in an incre-
mental way (5). With each additional step, the information rate is reduced until
successful decoding is achieved.

3 Simulation Results

Fig. 1 shows the experimental efficiency for Cascade (6). the de facto stan-
dard in information reconciliation for QKD, and several LDPC codes designed
and constructed for different coding rates. Simulations have been computed
for a target key length of 2 x 10° bits. This length is reduced by a 10% when the
proposed rate-adaptive protocol is used (5 = 0.1). Two different strategies have
been simulated when using LDPC codes:

1. Direct reconciliation without rate modulation, and

2. A reconciliation procedure according to the proposed protocol.
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Fig. 1. Simulated efficiency for Cascade, and LDPC codes. The blue and green lines show
that the achieved efficiencies are closer to the theoretical limits than Cascade. The grey
line shows that in the asymptotic case, if long enough codes are available, the efficiency
would be close to optimal.

4 Conclusions

Modern coding theory provides the necessary tools to improve the efficiency
of the information reconciliation process in the secret-key agreement context?.
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