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Secret Key Agreement

Information Theoretic Secret Key Agreement

Figure: Channel type model with wiretapper (Ahlswede and Csiszar
1993)
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Secret Key Agreement

Secret Key Agreement: A two step approach
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Figure: Variable relations in each step of the key distillation process
(Van Assche 2004)
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Secret Key Agreement

Information Reconciliation as Source Coding with Side
Information
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Figure: Source coding with side information.
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Secret Key Agreement

Syndrome Coding
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Rate Adaptive Protocol for Information Reconciliation

Constraints: no interactivity

Acts on packets of the same length
Rate-adaptive with maximum granularity

Uses one LDPC code

No interactivity
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Protocol

Alice and Bob have a code of size |X| and an accurate estimateJ

[CH——.,.,-u o_m

@ Creates the extended string X = x|s|pa
@ Transmits s(x)|s

Bob:

© Creates the extended string y = y|s|ps
© Tries to decode X
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Rate Adaptive Protocol for Information Reconciliation

Simulation Results
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Rate Adaptive Protocol for Information Reconciliation
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Rate Adaptive Protocol for Information Reconciliation

Constraints: interactivity

Acts on packets of the same length |
Rate-adaptive with maximum granularity )
Uses one LDPC code )
Some interactivity allowed J
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Solution
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Rate Adaptive Protocol for Information Reconciliation

Protocol

Bob:

© Creates the extended string y = y/|s|ps
© Tries to decode x
© Transmits the result to Alice

Q@ If successful decoding = end
@ Transmits s’

Bob:

© Creates the extended string y = y|s|ps
o ..
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Rate Adaptive Protocol for Information Reconciliation

Simulation Results
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Rate Adaptive Protocol for Information Reconciliation
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Summary

Summary

The efficiency of Information Reconciliation has a strong impact
on the size of the final secret key J

Error correcting codes are a good solution to the problem )

We propose a rate compatible solution with the same efficiency
as adapted codes J
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